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1. IIpodiab 0CBITHBOI IpOrpamMmu

«be3neka cucTreM eJIeKTPOHHUX KOMYHIKALIH B eKOHOMIIL»
3i cnemiasibHOCTI 125 «KibepOe3nexka Ta 3axuct indgopmaniny

1 — 3araabna indopmanis

IToBHa Ha3Ba 3BO Ta
CTPYKTYPHOTO
niapo3ainy

Jlep>kaBHUI TOProBeIbHO-€KOHOMIUHUI YHIBEPCHUTET,
dakynbTeT 1HGOPMAIITHUX TEXHOJIOTIH,

Kadenpa imxeHepii mporpamMHOro 3a0e3Me4eHHs Ta
KibepOe3nexu.

Cryninb Bu10i OcBiTH /
¢axoBoi nepeaBuIIOl
OCBiTHM Ta Ha3Ba
kBagidikanii MOBoOIO
opuriHaxy

CrymiHp BUIIOT OCBITH Marictp
crienianbHicTh «KibepOesneka Ta 3axuct iHdopmartii»

Odiuniiina naspa
OCBITHBOI IPOTrpaMu

«besrmneka cuctemM eneKTPOHHUX KOMYHIKallil B €KOHOMIIII»

BinnosignicTh
CTAHAAPTY BUILOI
ocsitn MOH Ykpainun

Bianosizae CBO MOH VYkpainu

Tun auniiomy Ta o0csr
OCBITHBOI IPOTrpPaMu

Jlumom marictpa, OMMHUYHUH,
90 xpenutiB CKTC

HasiBHicTh akpeauraumii

Huxa/piBens HPK Vkpainu — 7 piBeHb,
FQ-EHEA — npyruii uukdm,
EQF-LLL — 7 piBens
IlepenymoBu Jis 3100yTTS OCBITHBOTO PIBHA «MaricTp» 3i cnemiaabHocTi 125

«KibepOe3neka ta 3axuct iHGopMalii» ranysi 3HaHb 12 «IHpop-
MalliifHi TEXHOJIOT11» MOXKYTb BCTYHaTH 0COOH, 5IK1 37J00YJIH OCBIT-
Hill piBeHb «OaKanaBp.

[Tporpama ¢axoBUX BCTYMHMX BHIPOOYBaHb JUIsl 0ci0, L0 370-
Oynu momepenHiil piBeHb BMILOI OCBITU 3a IHUIMMH CIIELIajb-
HOCTSIMU NTOBUHHA NepeadavaT nepeBipky HabyTTs 0co00r0 KOM-
METEHTHOCTEH Ta pe3yNbTaTiB HaBYaHHS, 10 BU3HAYEHI CTaHAAp-
TOM BUIIIOT OCBITH 31 cnerianbHocTi 125 «KibepOesneka Ta 3aXUCT
1Hdopmanii» 11 nepuoro (6akanaBpCcbKOro) piBHs BUIIOI OCBITH.

MogBa(u) BUKJIaJaHHS

YKpaiHCbKa

Tepmin aii ocBiTHBOI
nporpamMmu

1 pik 4 micsi

InTepHer-aapeca
NMOCTIITHOT0 PO3MillleHHS
OIHUCYy OCBITHbOL
NporpamMu

https://knute.edu.ua

2 — Meta oCBiTHBOI IporpamMu

3ale3neunTH 3100yBayaM BUIIOI OCBITH JPYTOro (MaricTepchbkoro) piBHSA pyHIaMEHTAIbHY
MiArOTOBKY 3a crenianbHicTio 125 «KibepOesmneka ta 3axuct iHdopMariii», o € J0CTaTHBOIO
JUIS BUPILIEHHS 3ajadl JOCHIIHUIBKOrO Ta/ab0 I1HHOBaLIMHOTO XapakTepy y cdepi
iHpopManiiiHoi Ta/abo KibepOe3neku B ramy3i eKOHOMIKH.




3 - XapakTepucTHKa OCBITHbHOI MPOrpamMu

IIpeameTHa 001acTH
(rany3pb 3HaHb, cHiewi-
aJbHICTh, ceniajizamis
(3a nasiBHOCTI))

O0’e€xTH BUBYEHHA:

— CydYacHl TMpoIecH JOCHIKEHHS, aHajli3y, CTBOPEHHS Ta
3a0e3neyeHHsT (PYHKIIOHYBaHHS 1H(GOPMAIIHHUX CHCTEM 1
TEXHOJIOT1H, 1HIIUX Oi3Hec-omepaliifHuX MpoIeciB Ha 00’ eKTax
1H(poOpMaIIHHOT AISITLHOCTI Ta KpUTHYHUX IHPPACTPYKTYp chepu
iH(popMarliiiHo1 Oe3rneku Ta/abo kibepoe3neku;

— iHdopmariitHi cuctemu (iHGOpMaIiiHO-KOMYHIKalliiHi, iH)O-
pMarliitHo-TeJIeKOMYHIKaIliiH1, aBTOMAaTHU30BaH1) Ta TEXHOJIOT';
— iHpacTpykTypa 00’€KTiB 1HGOpMAIIHHOT TISIIBHOCTI Ta
KPUTUYHUX 1HOPACTPYKTYD;

— CHCTEMH Ta KOMIUIEKCH CTBOPEHHsI, 00poOKH, nepeaayi, 30epi-
TaHHs, 3HUILEHHS, 3aXHCTy Ta BigoOpaxkeHHs AaHux (iHOp-
MalliHUX ITOTOKIB);

— iHdopmaliiftHi pecypcu pi3HUX KiaciB (B T.4. JeprKaBHi
iH(dopMmaliifHi pecypcH);

— IporpaMHe Ta MporpamMHo-anaparHe 3a0e3rnedyeHHs (3aco0u)
Kibep3axucry;

— CHCTEMH YIpaBliHHA 1HpoOpManiiHOK Oe3meKko Ta/abo
Ki0epbe3neKoro;

— TEeXHOJIOTil, Meroau, Mojeni Ta 3acobu iHpopmarmiifHOT
Oe3neku Ta/abo kibepOe3neKu.

ini HaBYaHHA:

[TinroroBka (haxiBIiB, 3MaTHUX PO3B’SA3yBAaTH 3ajadvi JOCTiI-
HUIPKOTO Ta/abo iHHOBaIliiiHOrO xapakTepy y cdepi iHdop-
MaliifHoi Ta/abo kibepoe3nexu.

TeopeTnunnii 3MicT NpeaMeTHOI 001acTi

TeopeTnuHi 3acaay HAyKOEMHHUX TEXHOJOTIH, (i3uuHl 1
MaTeMaTHuH1 (PyHJaMeHTalbHI 3HaHHS, Teopii 11eHTudikamii ta
NPUMHSTTSA pIIIEHb, CUCTEMHOTO AaHaji3y, CKJIAJHUX CHCTEM,
MO/JICJIFOBAHHS Ta ONTHUMI3allii MpOLECiB, TEOPisl MaTeMaTUYHOI
CTaTHCTUKH, KPUNTOrpadi1yHOTO Ta TEXHIYHOTO 3aXUCTy 1H(DOP-
Mallii, Teopii pU3UKIB Ta IHIIMX MDKIAUCHUILIIHAPHUX Teopii 1
MIPAKTHUK Y ranysi iHdopmMaiiifHoi 0e3mnexku Ta/ado KibepOe3neKH.
MeToau, METOAMKH Ta TE€XHOJIOTIi

Metoau, Moziesni, METOIUKH Ta TEXHOJIOT1i CTBOPEHHS, 00pOOKH,
nepenayi, NpuiMaHHsA, 3HMUIIEHHSA, BiOOpaKEHHS, 3aXUCTY
(xibep3axucty) 1HQOpMAIIHUX pecypciB y KidepmpocTopi, a
TAaKO’)XK METOJIM Ta MOJEeNl pO3pOOKHM Ta BHUKOPHUCTaHHA
MPUKJIATHOTO 1 CTEIiaTi30BaHOTO MPOTPaMHOTO 3a0e3MMeUeHHS
JUId BUpIIIEHHS NpodeciiHuX 3a7ad B Taiy3i iHGopMaiiiHoi
Oe3neku Ta/abo KibepOe3neKH.

TexHoorii, METoAM Ta MOJENI JOCHI/PKEHHS, aHaJi3y, YIpaB-
JHHS Ta 3a0e3nedyeHHs Oi3Hec/onepamiftHIX IPOoIIECiB 13 3aCTO-
CYBaHHSIM CYKYITHOCTI HOPMaTHBHO-TIPAaBOBHX Ta OpraHi3alliii-
HO-TEXHIYHHUX METOMIB 1 3aco0iB 3axHUCTy 1H(pOpMaLiiHUX
pecypciB y kibeprpocTopi.

IncTpymenTH Ta 00J1aIHAHHA.

3aco0u, MpUCTpoi, MEpexKHE YCTaTKYBAaHHS Ta CEPEIOBHUIIIE, ITPH-
KJIaJ{HE Ta CIelialli3oBaHe MporpamMHe 3a0e3eueHHs, aBTOMaTH -
30BaHi CUCTEMHU Ta KOMIUJICKCH MPOCKTYBAaHHS, MOJCIIOBAHHS,
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eKCcIUTyaTarii, KOHTPOJI, MOHITOpPHUHTY, 00poOKH, BimoOpa-
KEHHS Ta 3aXHUCTy JaHuX (iHQopMaliiiHMX MOTOKiB), a TAKOX
METOAM 1 MOAeNi Teopii PU3MKIB Ta YIpaBiiHHS iHpOpMa-
HIMHUMK pecypcaMH TpU JOCTIDKEHHI 1 CYNpPOBOJKEHHI
00’ekTiB 1H(MOpMAIIHHOT MISUIBHOCTI y ramy3i iHdopmariiHoi
Oe3neku Ta/abo kibepOe3nexu.

OpieHTanis oCBiTHBOI
nporpamm

IIporpama opieHTOBaHa Ha OCBITHHO-IPOECIHHUIA Ta MPHUKIIAT-
HUH HAPSMOK MiATOTOBKH.

AKIEHT mporpamMu 3poOsieHnid Ha ¢opMyBaHHI (axiBIs, M0
3IaTHUH po3B’si3yBaTh npodeciiiti 3a1ayi, OB’ s13aHi 3 CHCTEMaMu
CJICKTPOHHMX KOMYHIKaIliii, 30KpeMa B €KOHOMIIII.

OcHoBHuii gokyc
OCBITHBOI porpamMu

OcsitHpO-Ipodeciiinmii. Ilporpama crnpsimoBaHa Ha MOE€IHAHHS
NPaKTUKH Ta HAYKH, 1010 OpraHi3amii, po3po0KH Ta eKCITyaTarii
KOMIUIEKCHUX CKJIaJI0BUX KIOEpIPOCTOPY 3 METOI0 3a0e3MeueHHs
iH(opMaIiifHOT Oe3MmeKu cy0’ €KTIB TOCIIONAPIOBAHHS €KOHOMIKH
JepKaBH 3 ypaxyBaHHSIM MOXJIMBHX 30BHIIIHIX KiOEpBILUIUBIB,
HMOBIpHHX 3arpo3 i piBHS PO3BHTKY TEXHOJIOTIH 3aXUCTy CHCTEM
CIICKTPOHHHUX KOMYHIKAIIiH.

KirodoBi croBa: TexHouorii 6e3mekn 0e3mpoBOJOBUX Ta MOO1ITb-
HUX MEpex, TexHoJorii Oe3neku Web-pecypciB, TeCTyBaHHS Ha
NPOHUKHEHHS, BPa3JIMBICTh CUCTEMH, CUCTEMA YIPaBIiHHA iH(pOp-
MaIiiHOI0 OE3MeK0I0 Cy0’ €KTY TOCIIOIapPIOBAHHS, ITPABOBE 3a0¢€3-
nevyeHHs iH(opMamiiftHOT Oe3NeKn B CKOHOMIYHHMX CHCTEMaX,
eKOHOMIiUHa Oe3IeKa JIepiKaBy.

OcobmBocCTi porpamun

[Iporpama mnepexbayae MIATOTOBKY NpPOQECiOHANIB, 3AAaTHUX:
MO/IEJIFOBATH Ta MPOTHO3YBaTH MOXKJIMBI KIOEPBILIMBH Ha Cy0’ €KTH
rOCIIO/IAPIOBAHHS €KOHOMIKH JIepKaBu Ta (13MYHUX 0Ci0; MpOBO-
JUTH ayAUT CUCTEM €JIEKTPOHHUX KOMYHIKaIliil cy0’€eKTiB rocmo-
JApIOBaHHS; 3aCTOCOBYBAaTH HOPMATHBHI JOKYMEHTH Ta CTAaHIAPTH
B pO3po0I11i 3aX0/IiB IO 3aXUCTY CUCTEM €JIEKTPOHHUX KOMYHIKalii
cy0’€KTIB roCnoIaplOBaHHsl EKOHOMIKH JIEpP>KaBH.

4 — IlpuaaTHicTh BUYCKHUKIB

A0 MPAIEBJAITYBAHHA TA MOAAJIBIIOI0 HABYAHHSA

IIpugarnicts 10
NnpaneBJalTyBaHHSA

daxiBelb CHOPOMOKHUN BHKOHYBAaTH MpodeciiiHi poOoTHu 1
3aiiMaTu mocaau, Bu3Ha4deHi HarioHanbHuM KiacudikaTopom
Vkpaian «Knacudikarop npodeciii JIK 003:2010», 3oxpema:
1495 Menemxepu (ympaBuTeni) cucteM 3 iH(opmaiiiiHoi 6e3-
neku; 1210.1 KepiBHuk mignpuemcTBa (yCTaHOBH, OpraHi3arii)
(cthepa 3axucty iHpopmarii); 2149.2 ITpodecionan i3 opranizaii
iHdopmaniitHoi 6e3nexu; [Ipodecionan 13 opranizamii 3axXucry
iHpopmaii 3 oOmexxeHuMm noctynom; 3439 daxisenp i3 opra-
Hizaii iHpopMmaiiitHoi Oe3nekn; PDaxiBelb 3 PEeXKUMY CEKpeT-
HocTi; PaxiBenp 13 opranizauii 3axucty iHdopmarii 3 oomexe-
HUM noctynom; daxiBelp 13 oprasizaiii iHpopmarliiiHoi 6e3me-
ku; [HCIeKTOp 3 opraHizallii 3aXUcTy ceKpeTHO1 iHpopMalii.
Bunyckauk wmoske o00iiiMaTH 1HON TIOCaaAW  BIAMOBITHO 10
npodeciifHuX Ha3B poOiIT, 110 XapaKTePU3YIOThCS CHeliaJIbHUMU
(haxoBUMM) KOMIIETEHTHOCTSIMHU.

IHomaapuie HAaBYAHHSA

[TpooBKXeHHS OCBITH 32 TPETIM (OCBITHbO-HAYKOBHM) PiBHEM
BHILIOT OCBITH.
HalyTTs nogatkoBux kBasi(ikailiii B CHCTEMI OCBITH TOPOCIIHX.




5 — BukjagaHHd Ta OLiHIOBAHHSA

Bukiaaganug ta
HABYAHHSA

CTyneHTOIICHTpOBaHE HABUAHHS, CAMOHABYAHHS, HABYAHHS Yepe3
nabopaTOpHy MPAKTHKY, MPOOJIEMHI, IHTEPaKTHUBHI, TPOCKTHI, 1H-
dbopMarliiHO-KOMIT FOTEPHI, CAMOPO3BUBAIOYi, KOJCKTUBHI Ta 1H-
TErpaTHBHI, KOHTEKCTHI TEXHOJIOT1i HAaBUaHHS.

OuiHBaHHA

OMiHIOBaHHST HABYAILHHUX JIOCSATHEHBb CTYACHTIB 3IIHCHIOETHCS HA
ocHOBI: «[ooXKeHHs PO OpraHi3alilo OCBITHHOTO TMPOLECY CTY/ICH-
TiB»; «I10oJI0>KeHHS PO OLIHIOBAHHS PE3y/IbTaTIB HABYaHHS CTY/ICHTIB
1 acmipanTiBy. 3a 100-6anpHorO mIKasnoro. [TnceMOoBi ek3ameHH, mpak-
THYHA TiJrOTOBKA, Mpe3eHTallll, TECTYBaHHS, 3aXHCT JIAOOPATOPHUX
poOiT, 3aXUCT IHAMBITYaTbHUX TPOEKTIB, 3aXUCT KBami]ikariiHoi
poboTHu.

6 — IIporpamMHi KOMNIETEHTHOCTI

InTerpanbna
KOMIIETEHTHICTh

3naTHICTE 0COOM pO3B’SA3YBaTH 3ajadi JIOCIITHUIBKOTO Ta/abo
IHHOBAILIIHOTO XapakTepy y cdepi indopmariiitnoi 6e3nexu Ta/abo
KibepOe3nexu.

3arajabHi
kommneTeHTHOCTI (K3)

K3-1. 3naTHicTh 3aCTOCOBYBATH 3HAHHS Y IPAKTUYHUX CUTYaIlisIX.
K3-2. 3natHicTh NPOBOIUTH TOCII>KEHHS HA BiMOBIIHOMY PiBHI.
K3-3. 3narHicTh 10 aOCTPaKTHOTO MUCIICHHS], aHAITI3Y Ta CUHTE3Y.
K3-4. 3naTHicTh OliHIOBAaTH Ta 3a0e3MeuyBaTd SKICTh BUKOHYBA-
HUX pOOIT.

K3-5. 3narHicTh crinikyBaTHCs 3 MpEACTaBHUKAMU 1HIIUX Mpode-
CITHUX TpyI Pi3HOTO PiBHA (3 €KCIIEPTaMU 3 1HIINX rany3eil 3HaHb
/ BHJIIB €KOHOMIYHOT JTIsITEHOCT).

CrneniauabHi (¢axosi,
npeaMeTHi)
komnereHTHOCTI (K®D)

K®I1. 3patHicTh OOIPYHTOBAHO 3acTOCOBYBAaTH, IHTEIpYyBaTH,
PO3pOOIIATH Ta YAOCKOHANIOBATH Cy4acHi 1H(pOpMaliiHI TEeXHO-
jorii, ¢i3uyHI Ta MareMaTU4yHI MOJeNi, a TaKOX TEXHOJIOTi]
CTBOPEHHSI Ta BUKOPUCTAHHS IPHUKJIATHOTO 1 CIEHIani30BaHOTO
IPOTrpaMHOro 3a0e3MeueHHs Ui BUPIIIeHHs MpodeciiHuX 3a1ad y
cdepi iHpopmariiiHoi Oe3nexu Ta/abo kibepOe3meKH.

K®2. 3natHicTh po3po0sTH, BIPOBAIKYBAaTH Ta aHATI3yBaTH HOP-
MaTHBHI JOKYMEHTH, ITOJIO’KEHHS, IHCTPYKLi if BUMOT'H TEXHIYHOTO
Ta OpraHi3aliifHOro cupsMyBaHHS, a TAKOXK IHTETPyBaTH, aHATI3y-
BaTU 1 BUKOPUCTOBYBATH Kpallll CBITOBI MPAaKTHKHU, CTAaHAAPTH Y
npodeciitHiil AisubHOCTI B cepi 1HPopMaliiiHOi Oe3neku Ta/abo
KibepOe3neku.

K®3. 3garHicTe AOCTIKYBAaTH, PO3POOIISATH 1 CYyNPOBOKYBATH
METO/I1 Ta 3aco0M 1HpopMaIliiiHoi 6e3neku Ta/abo Kibepoe3neku Ha
o0’ekTax iH(popMaliiHOI iSUTBHOCTI Ta KPUTUYHOI 1H(pacTpyk-
TYpH.

K®4. 3parnicte aHamizyBaTH, PO3pOOJATH 1 CYMpPOBOKYBATH
cucTeMy yrpasiiHHs iH(opMalliiiHoro Oe3nekoro Ta/abo kibepoes-
MEKOI0 oprasizamii, popMyBaTu cTparerito i NOMTUKU iHPOpMa-
ifHOT Oe3nmeKku 3 ypaxyBaHHSAM BITUM3HSHHUX 1 MIKHapOAHHUX
CTaH/IapTiB T4 BUMOT.

K®5. 3aatHicTh 10 AOCHIIKEHHS, CUICTEMHOTO aHali3y Ta 3a0e3-
nevyeHHs1 Oe3nepepBHOCTI O13HEeC/onepalifHuX MPOLECiB 3 METOI0
BU3HAYCHHs BPA3JIMBOCTEH 1H(OPMAIIITHMX CHCTEM Ta pPecypciB,
aHaJIi3y PU3MKIB Ta BU3HAYEHHS OLIIHKHU 1X BIUTUBY Y B1IIOBITHOCTI
JI0 BCTAHOBJIEHOI cTparerii 1 moxiTuku iHdopmamiiHoi Oe3nexu
Ta/a00 KibepOe3neKu opraxizariii.




K®6. 3narHicTe aHamizyBaTH, KOHTPOJIIOBATH Ta 3a0e3MevyyBaTH
CHUCTEMY YIpPABIIHHSA JOCTYIIOM J0 iH(OpMaIiiHuX pecypciB
3TiJHO BCTAHOBJICHOT CTpATETIi 1 MO TUKY 1HPOPMAIIIifHOT Oe3meKn
Ta/ab0 kibepOe3neku opraHizariii.

K®7. 3narHicTh DOCTIHKYBaTH, PO3POOIISITH Ta BIPOBAKYBATH
METO/IH 1 3aX0I1 MPOTHIIT KiOepiHIIuAeHTaM, 311HCHIOBATH TpolLie-
IypH YIPaBJIiHHSA, KOHTPOJIIO Ta PO3CIIiAyBaHHS, a TAKOK HaaBaTH
pPEKOMEHIAIIi1 1010 MONEPEHKEHHS Ta aHaIi3y KiOSpIHIIU/ICHTIB B
iJIOMY.

K®8. 3naTHicTh JOCHIKYBAaTH, PO3pPOOISATH, BIPOBAIKYBATH Ta
CYNMPOBOKYBATH METOJU 1 3acO0M KpUNTOrpagivHOro Ta TeXHIY-
HOTO 3axucTy iH(dopMarlii Ha 00’ ekTax 1HPOPMAITIHHOT TiSITLHOCTI
Ta KpUTHYHOI iH(pacTpykTypH, B iHQOpMaliHUX CHCTEMax, a
TaKOXX 3JAaTHICTh OI[HIOBAaTH €(EeKTHBHICTh iX BHKOPHUCTAaHHS,
3TiJTHO BCTAHOBJICHOI CTpaTerii 1 HoJITHKH 1H(OpMaIiitHOT Oe3neku
Ta/ab0 kibepOe3neku opraHizariii.

K®9. 3narnicts aHamizyBaTH, po3po0IsiTH 1 CYIPOBOHKYBATH CHC-
TEMy ayAUTy Ta MOHITOPHHTY €(eKTUBHOCTI (PYHKIIIOHYBAaHHS 1H-
(dhopMaIiftHIX CUCTEM 1 TEXHOJIOT1H, Oi3Hec/onepamiiHIX IpoIeciB
B raiy3i iHopmariiiHoi Oe3neku Ta/abo kibepOesrnekn opranizarii
B I[JIOMY.

K®10. 3paTHicTh MPOBAaAWTH HAYKOBO-TENArOTiuHYy MisUIbHICT,
TUTAHYBaTH HAaBYaHHS, KOHTPOJIOBATH 1 CYIPOBOKYBATH POOOTY 3
MEPCOHANIOM, a TaKOX MpHMaTH e()EeKTUBHI pIIICHHS 3 NMHUTaHb
1HpopMaliitHOi Oe3neku Ta/abo kibepOe3neKH.

K®I1. 30amuicmo ananizysamu eneKkmpoHHi KOMYHIKAYIliHI Mepe-
oHCI ma npomucmoamu OisM, W0 CMAHOBIAMb 3a42P03y OOCHYN-
HOCMI, YiicHOCMI YU KOHQIOeHYIIHOCMI MAKUX Mepexc i nocye,
a makoodic 0auux, wjo 36epicaromvcs, nepedaomvcs yu 0opoos-
IOMbCSl, MA NO8 SI3AHUX 13 HUMU NOCTY2, 30KPEMA 8 eKOHOMIYI.

7 — IlporpamHi pe3y/1bTaTH HABYAHHA

PHI1. BinpHO cnisIKyBaTHCh J€p’KaBHOIO Ta 1HO3EMHOK MOBaMH,
YCHO 1 MUCBMOBO JUISl IPEJICTABJICHHS 1 0OTOBOPEHHS PE3yJIbTaTiB
JOCITI/DKeHb Ta IHHOBaIliH, 3abe3neueHHs Oi3Hec\omepariiHux
MPOILECIB Ta MUTaHb MPOQECciiiHOI AISIIBHOCTI B Traimy3i iHdopMa-
11HO1T 6e3neku Ta/abo kibepOe3neKH.

PH2. [uterpyBatu ¢pyHaaMeHTaIbHI Ta CHENiadbHI 3HAHHS IS PO3-
B’sI3yBaHHS CKJIaHUX 3374 iHpOopMaLiitHOiI Oe3nexu Ta/abo Kibep-
0e3MneKH y MUPOKUX ado MyJIbTUIUCIUIIITIHAPHUX KOHTEKCTAaX.
PH3. [IpoBaauTH 1ocaiiHUIBKY Ta/a00 IHHOBALIHHY JiSUIBHICTD B
cdepi iHdopmarniiinoi Oe3nexku Ta/abo kibepOe3meku, a TaKoXK B
cdepl TEeXHIYHOTO Ta KpUNTOrpadiqHOro 3axucry iHdopmarii y
KibeprpocTopi.

PH4. 3acrocoByBaTH, IHTErpyBaTH, pO3pOOISTH, BIIPOBAIKYBATH
Ta YZ0CKOHAJIIOBATU Cy4acH1 IHQOpMalliifHi TeXHOJOr 11, (pi31uH1 Ta
MaTeMaTu4yHi MeTonu 1 Mozeni B cdepi iHGopmaliiiHoi Ge3nexn
Ta/abo KibepOe3neKu.

PHS. Kputnuno ocmuciaoBaTu npodiemu iHpopmariitHoi 0e3rnexu
Ta/abo kibepOe3nekn, y TOMY YHCI Ha MDKraay3eBOMYy Ta
MDKIUCIUTUTIHAPHOMY PiBHI, 30KpeMa Ha OCHOB1 PO3yMiHHS HOBUX
pe3ynbTaTiB iHKEHepHUX 1 (Pi3UKO-MaTeMaTHYHHUX HAYK, a TAKOX
PO3BUTKY TEXHOJIOTIH CTBOPEHHS Ta BUKOPUCTAHHS CIEIliani3oBa-
HOT'0 IIPOrPaMHOro 3a0e3Me4eHHs..
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PH6. AnanizyBaTu Ta OIIIHIOBAaTH 3aXHUIIEHICTh CUCTEM, KOMILIE-
KCIB Ta 3aco0iB KiOep3axuCTy, TEXHOJIOTII CTBOPEHHS Ta BHKO-
PUCTaHHS CIEIiai30BaHOT0 IPOTPAMHOT0 3a0€3MCUeHHSI.

PH7. O0rpyHTOBYBaTH BUKOPHUCTaHHS, BIPOBAPKYyBATH Ta aHAi-
3yBaTH Kpallli CBITOBI CTaHJApTH, IPAKTUKU 3 METOIO PO3B’S3aHHS
CKJIaJHMX 3a7a4 MpodeciifHoil qisuIbHOCTI B ramy3i iH(opMariinoi
Oe3neku Ta/abo KibepOesneKu.

PHS8. JlocmimkyBaT, po3poOsiTH 1 CYPOBOKYBAaTH CUCTEMH Ta
3aco0u iHpopmMariiftHoi Oe3reku Ta/abo kibepOesnekn Ha 00’ eKTax
iH(pOpMAIIITHOT iSUTBHOCTI Ta KPUTUYHOT iIHPPACTPYKTYPH.

PHY. AmnanizyBatu, po3poOSaTH 1 CYINPOBOKYBATH CHCTEMY
yOpaBIiHHAS 1HGOPMAIIHHOK Oe3IMeKo0 Ta/abo KibepOe3neKoro
oprani3zaiiii Ha 6a3i crparerii i HOMITUKY iHPOPMAIIITHOT Oe3MeKH.
PH10. 3abe3neuyBatu Oe3nepepBHICTh Oi3HEC/OnepamiiHuX mpo-
IIECiB, @ TAKOX BUSABIISATH YPa3JIUBOCTI iHPOPMAIIHUX CUCTEM Ta
pecypciB, aHaNi3yBaTH Ta OL[IHIOBATH PU3UKH JUI 1HPOpMAIiiHOT
Oe3neku Ta/abo KibepOe3neKkn opranizaii.

PHI11. AnanizyBatu, KOHTPOJIIOBAaTH Ta 3a0e31euyBaTu e(heKTuBHE
(GYHKIIIOHYBaHHSI CUCTEMH YIPaBIiHHS JOCTYNoOM A0 iHopma-
[IHHUX PECypCiB BIAMOBIIHO JI0 BCTAHOBJICHHUX CTPATETii 1 TOJITH-
k# iH(popMaIliiiHoi 6e3neku Ta/ado kibepOe3neku opraHizarii.
PHI12. JlocnimxyBaTH, po3poOisiTH Ta BIPOBAJKYBaTH METOAH i
3aX0AM NPOTUIi KiOepiHIMAEHTaM, 3/1iHCHIOBATH TPOLEAYPH YII-
paBIIiHHS, KOHTPOJIIO Ta PO3CIIiyBaHH:, @ TAKOXK HAJaBaTH PEKO-
MEHJIaIlli 1100 TONEepPEeKEHHS Ta aHalizy KiOepiHIMJEHTIB B
LIOMY.

PH13. locnimkyBaT, po3poOsiTH, BIIPOBAKYBAaTH Ta BUKOPHU-
CTOBYBAaTH METOJM Ta 3acO0M KpUMNTOrpadiyHOro Ta TEXHIYHOTO
3axucty iH(popMallii Oi3Hec/onepamiifHUX TPOIECiB, a TaKOK
aHaJII3yBaTH 1 HAJJaBaTH OLIIHKY €()EeKTUBHOCTI IX BUKOPUCTaHHS B
iHpopMaLiHUX cUcTeMaX, Ha 00’ eKTax 1H(pOpMaLiiHOI JisUTBHOCTI
Ta KPUTHYHOI IHPPACTPYKTYpH.

PH14. AmnanizyBatu, po3poOisTH 1 CYNpPOBO/KYBaTH CHUCTEMY
ayJIUTy Ta MOHITOPUHTY €()eKTUBHOCTI (QYHKIIOHYBaHHS 1H()OpMa-
IMHUX CHCTEM 1 TEXHONOrid, Oi3Hec\omepamiiiHUX MPOIECIB y
chepi iHpopmarriitHoi Ta\abo KibepOe3neKH B IIJIOMY.

PH15. 3po3ymino 1 HEIBO3HAYHO JOHOCHTH BJIACHI BUCHOBKH 3
npobneM iHpopMariitHoi Oe3neku Ta/abo KibepOe3neKku, a TaKoK
3HAHHS Ta TOSCHEHHS, IO iX OOIPYHTOBYIOTH JO IEPCOHANY,
MapTHEPIB Ta IHIIKX OCi0.

PHI16. Ilpuitmatu oOrpyHTOBaHiI pillIeHHS 3 OpraHizauiiiHo-
TEXHIYHUX MUTaHb iHpOpMaLiitHOT Oe3neKu Ta/abo KibepOesneku y
CKJIAHUX 1 Hemepen0adyyBaHUX yMOBax, Y TOMY YHCIi 13 3aCTo-
CYBaHHSM CyYaCHHUX METOJIIB Ta 3aco0iB ONTHMIi3allii, MPOrHO-
3yBaHHS Ta NPUHHSTTS PillIECHb.

PH17. MaTtu HaBUYKM aBTOHOMHOTO 1 CaMOCTilfHOrO HaBYaHHA y
cthepi iHPOpMariitHOi Oe3mekn Ta/abo KiOepOe3meKku 1 JOTUYHUX
rajgy3eil 3HaHb, aHaJI3yBaTH BJACHI OCBITHI MOTpPeOM Ta 00’€K-
TUBHO OIIIHIOBAaTH PE3yJbTaTH HABUAHHS.

PHI18. IlnanyBaTM HaBuYaHHS, a TaKOX CYNpPOBOIKYBAaTH Ta
KOHTPOJIIOBAaTH POOOTY 3 MEPCOHAJIOM Y HampsMy iHGOpMaIiifHoi
Oe3neku Ta/abo KibepOe3neKu.




PH19. Obupatu, anamizyBaTH 1 po3po0JIATH MPUAATHI THUIIOBI aHa-
JITUYHI, pO3paXyHKOBI Ta €KCIIEPUMEHTAIbHI METOAM Kibep3axu-
CTy, PO3pOOISATH, peari30ByBaTH Ta CYIMPOBOKYBATH MPOEKTH 3
3axuCTy iH(popMarii y KioeprpocTopi, iIHHOBAIIIHOI AisUTHOCTI Ta
3aXHUCTY IHTEJIEKTYyalbHOI BJIACHOCTI.

PH20. CraBuTH Ta BUpIlIyBaTH CKJIQJHI 1HKEHEPHO-TIPUKIIAIHI Ta
HAYKOBI 3a7aui iHpopmariiiHoi Oe3meku Ta/abo KibepOesneku 3
ypaxyBaHHSIM BUMOT BITYM3HSHUX Ta CBITOBUX CTaHIApTiB Ta
KpallUX MPaKTHUK.

PH21. BukopucTtoByBaTH METOJM HATYpHOTO, (pi3UYHOTO 1 KOM-
II'IOTEPHOTO MOJIETIIOBAHHS ISl JIOCHIJKeHHS MPOLECIB, SKi
CTOCYIOThCS 1H(POPMAIIIHHOT Oe31eKn Ta/abo KibepOe3meKH.

PH22. IInanyBaTu Ta BAKOHYBATH €KCIIEPUMEHTAIbHI 1 TEOPETHYHI1
JOCIIKEHHS, BUCYBAaTH 1 TEpEBIPATH TiNOTE3W, OOMpaTH st
BOTO TMPHUAATHI METOAM Ta IHCTPYMEHTH, 3/1MCHIOBaTH CTaTH-
CTHYHY OOpOOKY IaHMX, OI[IHIOBATH JOCTOBIPHICTH PE3YJIbTATIB
JOCHIKEHb, apTyMEHTYBaTH BUCHOBKH.

PH23. OGrpynToByBaTi BUOip NporpaMHOro 3a0e3Mne4eHHs, ycTar-
KyBaHHS Ta IHCTPYMEHTIB, 1HKEHEPHUX TEXHOJIOTIH 1 MpoIleciB, a
TaKo)X OOMEXEeHb MO0 HUX B Tamy3i iH(opmamiiiHo1 Oe3rnexu
Ta/abo kibepOe3meky Ha OCHOBI CydyaCHHX 3HaHb y CYMIKHHX
raiy3sx, HayKoBOi, TEXHIYHOI Ta JOBIIKOBOI JiTepaTypH Ta 1HIIOL
JOCTYIHOI iH(pOopMarii.

PH24. Ilputimamu o6rpynmogani piuieHHs ma 8xcusamu 6i0no-
BIOHUX MEXHIUHUX MA OP2aHi3ayiiHuX 3axo0ié 0. 3a0e3neqenHs
Oe3neKku eneKmpoOHHUX KOMYHIKAYIUHUX Mepexc ma Nociye 3
MEMOI 2apaumy8auts YLiCHOCMI 6IACHUX eIeKMPOHHUX KOMYHI-
KayituHux mepesic, b6e3nepepeHocmi HAOAHHS eleKMPOHHUX KOMY-
HIKAQYIIHUX NOCTTY2, HeOONYWEeHHS HeCAHKYIOHOB8AH020 OOCMYNY 00
€/IeKMPOHHUX KOMYHIKAYIUHUX MepediC.

8 — Pe

cypcHe 3a0e3nme4eHHs peaJi3ailii mporpaMmu

Kanpose 3a6e3neyenns

Jlo peanizamii mnporpaMu 3alydaroThCsl HayKOBO-IIEIAroriuHi
MPaIliBHUKHU 3 HAYKOBHUMHU CTYIICHIMU Ta/a00 BYUCHUMU 3BAHHSIMU,
a TaKOK BUCOKOKBai(hiKOBaH1 CHEIlaJliCTU Ta (axiBLi-NPAKTUKH.

MarepiajbHo-TexHiYHe
3a0e3ne4eHHst

Bukopucranss nabopaTopiii, KOMII IOTEpPHUX Ta CHEl1ali30BaHUX
ayauTopii, 6i16mioTexu Ta iHppactpykrypu ATEY Buinomy.

Indopmaniiine Ta
HABYAJIbLHO-METOAUYHE
3a0e3meyeHHs

€auHnil nudpoBuil NpocTip YHIBEPCUTETY MOENHYE BCl MiJIPO3-
JIUTH, SIK1 HaIlpaBJIeH1 Ha (OpPMYBaHHSI 1HAMBIAYAIBbHOI TPAEKTOPIT
3100yBayda BHINOI OCBITH.

Hiroua cucrema muctanmiiaoro Hapdanass MOODLE Ta cepemo-
Buie MS 365 3abe3nedye caMOCTIHHY Ta IHAWBIAYaAIbHY POOOTY
CTYJICHTIB.

9 — AkageMiuHa MOOIJIBHICTD

HanionajbHa KpeguTHa

HarmionansHa KpeAuTHa MOOUTIBHICTD 3A1MCHIOETHCS BIATIOBITHO 10

MOOIIbHICTD YKJIaJIEHUX JIOTOBOPIB MPO aKaJeMIYHy MOOUIBHICTb
Miknapoana kpenuTHa | MiKHapogHa KpeauTHa MOOITBHICTH pealli3yeTbcs 3a PaxyHOK
MOOITbHICTD YKJIaJJaHHS TOTOBOPIB MPO MIKHAPOJIHY aKaJeMIuHy MOOUTBHICTD

(Epa3myc+), npo mojBiiiHe AUIIIIOMYBaHHS, IIPO TPUBANII MiXKHA-
POJIHI MPOEKTH, SKI MepeadavaioTh HaBUaHHS CTYJCHTIB, BUAAUY
HOABIHHOTO AUIIOMY, TOIIO.

HaBuyanus inozeMHHX
3100yBa4iB BUIIOL
OCBITH

[Tepenbaueno, 3a yMOBH OOOB’SI3KOBOTO 3HAHHS YKPaiHCHKOL
MOBH Ha piBHI He HIXue B1.




2. Ilepenik KOMIIOHEHT OCBITHBHOI MPOrPaMH Ta iX JIOTiYHA MOCJIII0BHICTH

2.1. Ilepeaik komnonent OII

Konx u/n KoMmnoHeHTH OCBITHBOI ITporpamMu Kinskicts
(HaBYANBHI TUCIUILTIHH, KYPCOBI MPOEKTH (POOOTH), KpeIuTiB
MPaKTUKH, KBaJTi(DiKaLIHHUHN €K3aMEH,
BUIyCKHA KBamidikaliitna pobota)
1 2 3
O060B’s13k0Bi koMnonenTn OII
OK 1. Amnrmiiiceka MoBa iH(pOpMaLiHHUX TEXHOIOTIN 6
OK 2. Texuosorii 6e3mexu 6e3pOBOIOBUX Ta MOOLILHUX MEPEK 6
OK 3. Texnomorii 6e3nekn Web-pecypcis 6
OK 4. [IpaBoBe 3a0e3nedenns iHpopManiiHoi Oe3neKH B 6
C€KOHOMIYHUX CUCTEMaX
OK 5. [udposa kpumiHaTiCTHKA 6
OK 6. besneka mepesxxeBoi Ta SMART indpactpykrypu 6
OK 7. Etnunuii xaxkinr 6
3aranbHuii 00cAr 000B'A3KOBUX KOMIIOHEHT: 42
BubipkoBi komnonentu OIl
BK'1 ANMIHICTpYBaHHS Ta 3aXUCT CXOBHII] JTAHUX
BK 2. Be3nexa MOOUILHUX HOOATKIB 6
BK 3. be3neka TexHOIOT1H IHTEPHETY peueit 6
BK 4. biomeTrpuuHi TexHoOTi ayTeHTH(]iKaLIT B 1HHOpMaLIHHUX
CUCTeMax 6
BK 5. IHcTpyMeHTabHI 3ac00u Oi3HEeC-aHATII TUKU 6
BK 6. [HTenexryanbHa BIacHICTb 6
BK 7. [Hdopmartiiini TexHoNIOTi y cucTeMi 3a0e3meueHHs
€KOHOMIYHOI O€3MEeKH JIepKABH 6
BK 8. IT-mpaBo 6
BK 9. KowmepriiitHa po3Bijka Ta BHYTpIIIHS O€3MeKa Ha MiAIPUEMCTBI 6
BK 10. Ilcuxoorisg amamrarii 6
BK 11. | Icuxomnoris 6i3Hecy 6
BK 12. CToXacTUYHI METOH B €KOHOMIII 6
BK 13. TexHomorii aHamizy JaHUX 6
BK 14. dinocodis ocodbucrocti 6
BK 15. @DyHKIIIOHATbHE Ta JIOT1YHE MPOrpaMyBaHHs 6
3arajabHuii 00CcAT BUOIPKOBUX KOMIIOHEHT: 24
IIpakTnyHa nigroroBka
[IpakTruna migroroska | 12
ITpakTyHa miaroToBKa 2 3
ATecTanuis
\ [TinroroBka BUITYCKHOI KBaiiKaIliiHOT poOOTH Ta 3aXUCT 9
3ATAJIBHUNA OBCST OCBITHBOI TIPOT'PAMU 90

J1i1s BCiX KOMIIOHEHTIB OCBITHBOT MPOrpaMu (POPMOIO IMiICYMKOBOTO KOHTPOJIIO € €K3aMEH.
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2.2. CtpykrypHo-jaoriuHa cxema OIl

1 kypc 1 kype 2 kype
1 cemecTp 2 cemecTp 3 cemectp
\
OK 1. Anrmiiiceka MOBa OK 6. besneka mepexeBoi
1HpopMaLiiHuX ta SMART
TEXHOJIOT1H iH(ppacTpyKTypH
J
\
OK 2. Texnosorii 6e3meku
0e31poBOI0BUX Ta 7'y OK 7. ETnuHwMii XaKiHT
MOOUTBHUX MEPEex
J
; N
OK 3. Texnomorii 6e3mexu
Web-pecypcis
o J
\4
OK 4. IIpaBose
3a0€e31eueHHS IpakTH4yHa IpakTnyna
iH(popMmaIliiiHoi Oe3MeKu B niaroroska 1 miAroToBKAa 2
E€KOHOMIYHHUX CUCTEMax
IlinroroBKka
& SI HHq)pOBa )" »| | kBasipikaniiinoi podoTn
KpUMiHAICTHKA ra s




3. ®opma aTecrauii 3100yBayiB BUIIIOI OCBITH

ArecTarisi 371MCHIOETbCS Y (opmi MyONIIYHOTO 3aXUCTy KBasiikariitHoi
poOoTH.

Kamidikariitna pobota Mae po3B’s3yBaTH CKJIAIHY 3a7ady iHGOpMariiiHol
Oe3nekn Ta/abo kiOepOesmekw 1 mepembdavyaTv MPOBEACHHS IOCHIKEHb Ta/abo
3I1MCHEHHS 1HHOBALIH.

Kpamidikamiiina poGoTa HE MOBMHHA MICTUTH aKaJeMIYHOIO ILjIariary,
dhabpukartii, panbcudikarii.

Kpaniikamiitna po6ota Mae 0yTu po3MillieHa Ha odiliifHOMY caiTi (abo y
perno3uTapii) 3akiagy BHINOT OCBITH a0 ioro miapo3auty. ONpuiTioIHEeHHS
KBaMQiKaitHuX poOIT 3 0OMEKEHUM JTOCTYIOM 3IIHCHIOETHCA BIIMOBITHO O
BUMOT 3aKOHO/IaBCTBA.

4.1. MaTpuus BiAlOBiIHOCTi MPOrpaMHUX KOMIIETEHTHOCTE! 000B’A3KOBUM
KOMIIOHEHTAM OCBITHbOI IPOTrPaMu

KomnonenTn — ~ . «+ | w ° ~
= | X | & | = | = = | =
> °c | o0 | o | C |0 © | O
Komnerenrnocri

K3-1. + + + + + + +

K3-2. + + + + + +

K3-3. + + +

K3-4. + + +

K3-5. + + + + +

K®1. + + + + + + +

K®2. + + + + + + +

K®3. + + + + +

K®d4. + + + +

K®s. + + + +

K®6. +

K®7. + +

K®8. +

K®9. + + +

K®10. + + +

K®11, + +




4.2. Matpuus BiiloBiZHOCTI MPOrpaMHUX KOMIIETEHTHOCTeH BUOIPKOBUM
KOMIIOHEHTAM OCBITHBOI POrpamMu

KomMnonenTu
iR R R T R o T AT I N - = N R e B . B BT N B £

Komnerentnocti

K3_1 + + + + + + + + + + + + +
K3-2. + + + + + + +
K3-3. + + + + + + +
K3-4. + + +
K3_5 + + + + + + + + + +

K(I)l. + + + + + +
K(I)Z. + + + + +
K®3. +

K®4. + +

K®S5. |t +

K(I)6. + + + +

K®7. +

K®8. +
K®9. + + +

K®10. +

Kd11. +
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5.1. MaTpuus 3a0e3ne4eHHs NIPOrPAMHMX Pe3yJbTATiB HABYaHHSA
BiANOBiAHMMH 000B’A3KOBMMHU KOMIIOHEHTAMHU OCBITHBOI IPOrpamMu

KomnonenTu
o [\ en A w o o~
222 2| K| K| =
Iporpamni e || o | C|OC | O | O
pe3yJbTaTu
HABYAHHS
PH1 + | + + +
PH2 + | + + | +
PH3 + +
PH4 + | + + |+ | +
PHS5 + + +
PH6 + |+ |+ | +
PH7 + + |+ |+ | +
PHS + + | +
PH9 + +
PH10 + | + + | +
PH11 + |+ +
PH12 + |+ |+
PH13 + + |+
PH14 + +
PH15 + |+ +
PH16 + +
PH17 + | + + |+ |+ | +
PH18 +
PH19 +
PH20 + + |+ | +
PH21 + | +
PH22 + |+ |+
PH23 + + + | +
PH24 + +
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5.2. Martpuus 3a0e3ne4eHHsI IPOrpaMHMX pe3yJIbTATiB HABYAHHSA

BiANOBiAHMMY BHOIPKOBHMH KOMIIOHEHTAMH OCBITHBOI IPOrpamMu

KomnounenTu

=Nl iwle |~ o) T D323 Z]E

oy - - - - - -SSR
HaBlml*:;IOI + |+ |+ + + |+ | + +

PHO02 + |+ + + +

PHO3 + + ¥

PHO04 + | + + | + + +

PHO5 + + +

PHO06 + + +

PHO7 + |+ |+ + +

PHO8 + +

PHO09 + |+

PH10 + |+ +

PH11 + + +

PH12 + ¥

PH13 +

PH14 + +

PH15 +

PH16 + + ¥

PH17 +

PH18 +

PH19 +

PH20 + +

PH21 +

PH22 +

PH23 + + + |+

PH24 +
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ApKyu peectpauii 3MiH

nop.

Jlata

[IynkTn, 1o
SIKHUX
BHOCSTHCS
3MIHH

IHimiaTop
3MIHH

[Ipi3Buie, iHimiamM
ocobu, 110
BIJIIOBIIA€ 3a
BHECEHHS 3MIH

[Tigrmc
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