AHOTAIIA

BianoBigHo 10 MeTH MOCHIIKEHHS PoOOTa MPUCBSYEHA YIOCKOHAJIEHHIO IPOIECIB
00pOTHOM 31 MIKIUTMBUMH ITPOTPaMaMH MIITXOM CTBOPEHHS KOMIUIEKCHOTO TT1IX0TY J10
3abe3reueHHs 1HGopMalliiHoi Oe3neku. B pesynbrari  aHamizy BU3HAYEHO
HEJIOCKOHAJIOCTI ICHYIOYHMX CHCTEM 3axXHCTy KiOeprnpocTopy Ta 11eHTH(HIKOBAHO
noTpedy B MOEAHAHHI KIJILKOX 3aC001B, SIK1 CH1JILHO 3HAYHO 301IBIITYIOTh MOKJIMBOCTI
KOpHCTYyBauiB (0COOJIMBO TPEBEHTHMBHI) B MiHiMamizamli pusukie. B mporeci
BUKOHAHHS TMPOEKTY PO3POOJICHO TEXHOJOTII0 CTBOPEHHS CHCTEMH MPOTHII]
3JIOSIKICHOTO KOy Ta IIMUTYHCHKOTO MPOTPAMHOTO 3a0€3eUeHHS, SIKa CKIaTa€ThCs 3
YOTUPHOX €TalliB Ta 0a3yeThCsl Ha KUIbKApIBHEBIM CTPYKTypl. B Xoai mocmimkeHHs
BU3HAYCHO TAKOXX TNPHHIMIHN TPABUIBHOI POOOTH CHUCTEMHU: KOMIUICKCHICTD,
LIUIICHICTh,  IHTETpallis,  BIANOBIAANBHICT,  KOH(pIAEHIINHHICTE.  JlogaTKkoBO
3aIpPONOHOBAHO CIIOCOOM MPOBEICHHS OLIHKH i1 BIUIMBY Ha 1HPOpMaLiiiHy O€3IeKy.

ABSTRACT

According to the purpose of the research, the paperwork is devoted to improving the
processes of combating malicious programs by creating a comprehensive approach to
ensuring information security. As a result of the analysis, the imperfections of the
existing cyberspace protection systems were determined and the need for a combination
of several tools was identified, which together significantly increase the capabilities of
users (especially preventive ones) in minimizing risks. During the implementation of
the project, the technology of creating a system for combating malicious code and
spyware was developed, which consists of four stages and is based on a multi-level
structure. In the course of the study, the principles of proper operation of the system
were also defined: comprehensiveness, integrity, integration, responsibility,
confidentiality. Methods of assessing its impact on information security are additionally
proposed.



