AHOTAIIA

BianoBigHo 10 MeTH IOCHIHKEHHS poOOTa MPHUCBSIYCHA PO3poOIll Ta BIIPOBAKECHHS
MEXaHI3MIB MOJITHKU 1H(GOpMAIIHHOI 0e3MeKr MpH CTBOPEHHI CHCTEMH CYMPOBOIY
BcTynHOi kammnadii 3BO. 3okpema, 10CTipKy€eThCsl BAKOpUCTaHHS anroputmy AES nis
mudpyBaHHs 0a3u JaHUX Ta aBTEHTU(DIKaI1 KOpUCTYBadiB. Y X011 BUKOHAHHS pOOOTH
OyJ10 peasi30BaHO HACTYITHI OCHOBHI HaYKOBI Ta MPAaKTUYHI pe3yJIbTaTH: BIPOBAHKEHO
KOMITJIEKCHUM MIAX1]T 10 3aXUCTY AaHUX B CUCTEMI CYNIPOBOAY BCTyIHO1 kKamnaHii 3BO,
M0 BKJIIOYAE 3aXUCT TMEPCOHATBHUX JaHUX aOITypi€HTIB Ta KOPHUCTYBadyiB;
yIOCKOHAJIGHO METOAWKY IIU(PYyBaHHSA JaHUX TpHU iX 30epiraHHi Ta mepeaadi,
BUKOpHCTOBYIoun anroputm AES, mo 3abe3neduye BHUCOKHI piBeHb Oe3meku 1
BIJIMOBIIa€ CyYyacHUM CTaHAApTaM; peaji30BaHO HOBY CHCTEMY aBTEHTHQIKaIii
KOPUCTYBauiB, 10 TakoX Oa3yeThcsi Ha anroputMi AES, 3abesnedyroun HaaiiHMIMA
3aXHUCT BiJl HECAaHKIIIOHOBAHOT'O JOCTYIY JI0 CUCTEMH.

ABSTRACT

In accordance with the research goal, the work is dedicated to the development and
implementation of information security policy mechanisms in creating a support system
for the higher education institution's admission campaign. Specifically, the use of the
AES algorithm for encrypting the database and user authentication is investigated.
During the execution of the work, the following main scientific and practical results
were achieved: a comprehensive approach to data protection in the support system for
the higher education institution's admission campaign was implemented, including the
protection of personal data of applicants and users; the methodology for encrypting data
during their storage and transmission was improved, using the AES algorithm, ensuring
a high level of security and compliance with modern standards; a new user
authentication system was implemented, also based on the AES algorithm, providing
reliable protection against unauthorized access to the system.



