AHOTAIIA

BianoBigHo 10 MeTH IOCHiIKEHHS poOOTa MpHUCBSIYEHA JOCIIKCHHS TEXHOJIOT1H
IPOTHIl COIllaIbHOMY 1HXXHHIPUHTY Ha 00'€ekTax rocmojaproBaHHs. B pe3ynbraTi
MOPIBHSUIBHOTO aHAII3y MEXaH13MiB MPOTHAIl COLIATbHOMY 1HXKMHIPUHTY BH3HAUCHO,
0 OUIBIIICTh MPSIMUX METOAIB MPOTHAII 0a3ylOThCs Ha MIABUINCHHI MUIBHOCTI
MOTEHIIIHHUX XKEPTB Ta MOCTIHHOMY iX TPEHYBaHHI Ha HAOYHHUX MPHUKIAaX, a TAKOK
Ha TEXHIYHMX 3aX0JlaX 3aXUCTy. 3a pe3yJibTaTaMh poOOTH 3pO0JIEHO BUCHOBKHU Ta
nporo3uiii. 3 MeTOI TiABHUINEHHS e()EKTUBHOCTI 3aXWCTy BiJ COIIaIbHOTO
IHKUHIPUHTY BUCTAYUTh 3a0€3MEUYCHHS ISUTBHOCTI MEPCOHATY OpraHizaiii y paMmKax
3aTBEP/DKEHUX 1HCTPYKI[N Ta mpaBmi poOOTH. SIKIO KEPIBHUK OpraHizarlii 3 TaKuM
3aBJIaHHSIM BIIOPAETHCS, TO METOAM COIIAIBLHOI IHKEHEPil He CTAHOBUTUMYThH 3arajioM
3HA4YyIIOl 3arpoO3Hu.

ABSTRACT

In accordance with the purpose of the research, the work is devoted to the study of
technologies for countering social engineering at economic facilities. As a result of a
comparative analysis of the mechanisms of countering social engineering, it was
determined that most direct methods of countering are based on increasing the vigilance
of potential victims and their constant training on visual examples, as well as on
technical protection measures. Based on the results of the work, conclusions and
suggestions were made. In order to increase the effectiveness of protection against
social engineering, it is enough to ensure the activities of the organization's personnel
within the framework of approved instructions and work rules. If the head of the
organization copes with such a task, then social engineering methods will generally not
pose a significant threat.



