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PREFACE

Developed by a working group consisting of:

1. Tlamopin B.I. — x.T.H., mpodecop kadenpu mnporpamHOi iHXKEHEpii Ta
ki0epoOe3nekn KHTEY, kepiBHUK OCBITHBOI MpOTrpamMu;

2. KpuBopyuko Omnena BonoaumupiBHa — JI.T.H., nOpodecop, 3aBiayBay
kKadeapu IporpaMHoi 1HKEHepii Ta Ki0epOe3neKy;

3. PzaeBa Csimiana JleoHiqiBHa — IOUEHT Kadeapu MpOrpaMHOi 1HXKEHepli Ta
kibepOe3neku, K.T.H., JIOIL.;

4. Ilroutopa Cgitnana BonoaumupiBHa — mpodecop kadeapu MNporpamHoi
1HKeHepii Ta kiOepOesneku (3aBiayBau kadeapu i1H(GOpPMAIIHHUX TEXHOJOTIH,
KuiBchbKOT0 HaIIOHAIBHOTO YHIBEPCUTETY OyAIBHUIITBA 1 apXITEKTYPH);

5. Xapuenko Onexcanap AHaTOMHOBUY — JeKaH (aKyJIbTETy OOJIKY, ayJIUTY 1
iHpopMamiiHUX cUCTeM, K.T.H, JIOIL.;

6. Pockmagka AHapiii AHatomiiioBuu — 3aBigyBau kKadenpu KiOEpHETHKH Ta
CHUCTEMHOI0 aHai3y, A.€.H., Mpod.;

7. Kopoapuyk Mukona CrenmaHoBWY — 3aBigyBad Kadeapw ICHXOJOTI],
J.IICUXOJL.H., TIpod.;

8. UybOaeBchkmii Biramiii IBaHoBMY — 3acTymHHMK JupekTopa JlemaprameHTy
ki0epnomiuii HarionaneHoi nomimii Ykpainu, K.IOJIT.H.;

9. Cronspuyk Ipmra ApkaniiBHa — 3acTymHMK ampekrtopa Llentpa
Ceptudikamitnoro Hapuanusi TOB «[IPOKOMy, k.¢p-M.H.;

10. Crenamkina Karepuna BononumupiBaa — cnemiaiict kadeapu mporpaMmHoi
1HXKeHepil Ta KibepOe3neku;

11. Hazapenko [Imutpo MukonaiioBud — CTyJeHT (paKyJIbTeTy OOJIKY, ayJIUTy 1
iHbopmartiitnux cucrem, 1 Kypcy, SM rpynu, chnemianbHicTh «lHXeHepis
IPOrPaMHOTO 3a0€3MEUCHHS»;

12. IeneB Irop OmnekcanapoBud — CTyAeHT (HaKyJIbTeTy OONIKY, ayauTy 1
iHopmarmiiaux cucteM, 1 Kkypcy, SM TpymnH, cHoemianbHICTh «lHXKeHepis
MPOTrPaMHOI0 3a0€3MEUCHHSY.

External stakeholder’ reviews :
1. Konommstauk ITaBno OnexcanapoBud — «bi [Ixi Ec» m. Kuis.
2. Cronsipuyk Ipuna ApxkaniiBHa — 3actynmHuUK jaupekrtopa lLlentpa

Ceprudikamiiinoro napyanusa TOB «[TPOKOM» m. Kuis.



1. Profile of the educational program
from the specialty 121 ""Software Engineering"
(specialization "'Software Engineering™")

1 — - General information

Full name of the higher Kyiv National University of Trade and Economics
educational establishment and [Faculty of Accounting, Auditing and Information Systems and Psychology
structural unit Department of Software Engineering and Cyber security

Degree of higher education and degree of higher education "master**
the name of the qualification in Ispecialty «Software Engineering"specialization «Software Engineering"”
the language of the original

The official name of the «Software Engineering”
educational program

Type of diploma and volume of Masters degree, unitary, 90 ECTS credits, term of training — 1 year 4
educational program months

Presence of accreditation —

Cycle / Level NRC Ukraine - 8 level, FQ-EHEA - second cycle, EQF-LLL -
7 level

Prerequisites - Scientific degree - Bachelor

Language (s) Teaching Ukrainian

Validity of the educational | Until next scheduled update

program

Internet address of the permanent https://knute.edu.ua

placement of the description of the
educational program

2 — The purpose of the educational program

Formation of the personality of a specialist, capable to solve complex non-standard tasks and problems of
research and innovative character in the field of software engineering

3 — Characteristics of the educational program

Subject area (branch of | Branch of knowledge 12 «Information technologies»
knowledge, specialty Specialty 121 «Software Engineering”
oo . ’ Specialization «Software Engineering"
specialization) (in the training cycle — obligatory components 28,3%: general training cycle — 7,5%;

presence) the cycle of professional training — 8,3%;
optional components 48,3%: general training cycle — 20%; the cycle of
professional training — 28,3%; the cycle of professional training and
attestation — 23,4%.

Orientation of The program focuses on educational, vocational and applied training

educational program




The main focus of the Educational and professional. Emphasis on the ability of a specialist to carry
educational program outdrei_earch and innovation in the real world of industrial software
Mo production

and specialization Keywords: functional programming, logical programming, biometric
authentication technologies; GRID technologies; design of multimedia
systems; security of telecommunication networks.

Features of the program Integration of professional training in the field of software engineering with
innovative activities, orientation to the implementation of real software
projects

4 - Eligibility of graduates for employment and further training

Eligibility for Professional Economic Activities (DK 009: 2010) J.62 "Computer
employment programming, consu_ltqncy and _rt_alated activities". A wi_de range of software

development specialist positions: software engineer, programmer
(database), application programmer, computer software engineer, junior
research fellow (programming), research associate (programming), research
associate consultant (programming) etc.

Further education Studying for the programs: the third educational (educational-scientific)
level, the first scientific degree

5 - Teaching and evaluation

Teaching and learning Focused on students teaching, self-studying, laboratory-based learning,
problem-based, interactive, project-based, information-computer, self-
development, collective and integrative, contextual learning technologies

Assessment Types of control:
- by levels: self-control, control at the level of the lecturer, control at the

level of the head of the department, control at the level of the dean's office,
control at the level of the director, certification;

Forms of control: oral and written questioning, testing, presentation of
scientific work, defense of term papers.
Current control, final control - exams and tests, defense of the final
qualification project

6 — Program competencies

Integral competence The ability to solve complex specialized problems and practical problems in the
field of software engineering, characterized by uncertain conditions and
requirements and implying the carrying out or implementation of innovations.

General competences | GC 1. Ability to think abstractly, analyze and synthesize.

(GO) GC2. Ability to conduct theoretical and applied research at the appropriate level
GC3. Ability to substantiate and make decisions and develop a strategy of action
taking into account human values, personal, public, state and industrial interests
GC4. Ability to adapt existing models of information societies in the conditions
of implementation of the informatization program of Ukraine

GC 5. Ability to motivate people and move toward a common goal, work in a
team of employees

GC 6. Ability to use software in interpreting and processing research findings
GC 7. Creativity, ability to think systematically

5



GC 8. Ability to communicate with non-professionals, have certain teaching
skills and be able to make informed decisions

GC 9. Ability to provide assistance and advice to practitioners and the general
public on the practical issues of life safety and emergency protection.

Professional
competence of the
specialty (PC)

PC 1. Ability to evaluate the validity of the application of specifications,
standards, rules and guidelines in the professional field and adhere to them in the
implementation of software life cycle processes.

PC 2. Ability to create application software based on modern information
technologies and network resources

PC 3. Ability to design and coordinate processes, phases, and iterations of
software systems lifecycle based on application of relevant software development
models, methods, and technologies

PC 4. Ability to design software, including modeling its architecture, behavior,
and the functioning of individual subsystems and modules

PC 5. Ability to substantiate project decisions and manage projects at developing
information management systems and technologies

PC 6. Ability to deploy server systems virtualization technologies, architectures,
and distributed computing communications standards for server virtualization
systems capable of forming the enterprise or corporation's private cloud
environment

PC 7. Ability to apply basic methods and measures to protect information and
telecommunication systems against information leakage by technical channels

PC 8. Ability to apply the architecture and hardware features of mobile devices
and ways to install mobile applications, as well as basic techniques of developing
applications for mobile devices

PC 9. Ability to apply methodologies for creating information security systems,
basic functions, assigning components and principles for building computer
security systems, to explain the purpose of individual levels of protection.

PC 10. Ability to protect programs and data from unauthorized actions.

PC 11. Ability to use the legislative and regulatory framework of the state, as
well as the requirements of international standards in professional activity.

PC 12. Ability to use information and communication technologies to find new|
information, create databases, analyze distributed information systems and
communication channels based on the analysis of information flows and optimize
them.

PC 13. Ability to design web-based software products, create dynamic sites, be
able to work with LSMS
PC 14. Ability to develop code for a given program; correct syntax and

semantic errors (debug the program).

PC 15. Ability to master the basics of building and operating modern computer
data transmission systems, classification and characteristics of the data
transmission environment, encoding and modulation of data, concepts, models
and standards of computer networks, OSI reference model, protocols, standards of

communication protocols.

7 — Program learning outcomes




PLO 1. Know and systematically apply methods of analysis and modeling of the
application area, identifying information needs and collecting output data for software
design.
PLO 2. Evaluate and select methods and models for software development,
implementation, operation, and management at all stages of the life cycle.
PLO 3. Knowledge of standards, methods and tools for managing the lifecycle of]
information systems, products and services of information technologies.
PLO 4. Develop and evaluate software design strategies.
PLO 5. To justify, analyze and evaluate the design decisions made in terms of the
quality of the final software product.
PLO 6. To choose reasonably paradigms and programming languages for solving
applied problems; put into practice system and specialized tools, component
technologies (platforms) and integrated software development environments.
PLO 7. Ability to use theoretical knowledge and practical skills in mathematics,
physics, programming to master theory and methods of protection to ensure information
security in information and communication systems
PLO 8. Ability to use the capabilities of hardware, operating systems, office and
network software systems.
PLO 9. Know and navigate international and national standards for information
security when designing information security systems.
PLO 10. To choose the basic methods and methods of information protection in
accordance with the requirements of modern standards on the criteria of information
technology security, applying a systematic approach and knowledge of the basics of
information security theory.
PLO 11. Ability to communicate in the professional field, have business
communication skills and teamwork skills
PLO 12 Know and understand human psychology and use social engineering methods
PLO 13. Assess the security of IT systems and networks.
PLO 14 Assess the potential for IT and network penetration by exploiting existing
vulnerabilities.
PLO 15. Ability to apply information technology and Internet knowledge.

PLO 16. Ability to apply creative abilities that characterize the willingness to create

fundamentally new ideas which differ from traditional ones; think systematically.




PLO 17. Ability to implement and maintain Information Retrieval, Data Mining, Text
Mining software, apply software methods to efficiently process, store and protect Big
Data, including Multimedia and Mulsemedia .

PLO 18. Be able to implement and enforce policies in information technology and
systems, procedures, and policies.

PLO 19. BMmitu opieHTYBaTHCh Y CXeMaXx aJlfTOPUTMIB, POTPaM, JaHUX 1 CHCTEM.
PLO 20. Be able to use Internet resources to solve experimental and practical tasks in
the field of professional activity.

PLO 21. Be able to carry out professional activities on the basis of the legislative and
regulatory framework of the state, as well as in accordance with national and
international requirements and standards in the field of information and cyber security,
to provide documentation related to information security.

PLO 22. Be able to evaluate the methods of transmission of information on channels
and communication lines, possible threats of information transmission and means of
combating them, to organize the selection of the necessary equipment for noise resistant
transmission of information.

PLO 23. Be able to analyze file systems and system logs.

PLO 24. Be able to apply the current legislative and regulatory framework in the field
of information security to ensure the necessary actions of professional activity.

88—

Resource support for the implementation of the program

Personnel provision | Project team: 2 PhD 1 PhD.

All developers are full-time employees of the Kyiv National University of
Trade and Economics.

The program involves scientific and pedagogical staff with academic degrees
and / or academic titles, as well as highly qualified specialists.

In order to improve the professional level, all scientific and pedagogical staff
are trained once every five years

Material and Use of KNUTE laboratories, computer and specialized audiences

technical support

educational

Informational and MOODLE's learning system and MS Office 365 environment allow students to

educational support work independently and individually

9 — Academic mobility

National credit mobility Credit Mobility Organization Project by EPAM SYSTEMS Company, SE

"Ukrainian Institute of Intellectual Property", Prokom Certified Training
Center, Pearson Education Education Company, Parus Corporation, BGS
Group of Companies.




International credit
mobility

Organization of credit mobility (except 1st year) of bachelors.

University of Paris Est Creteil (Paris, France), Audencia Business School
(Nantes, France, Grenoble Alps University (Grenoble, France), University of
Central Lancashire (Preston, United Kingdom), University of Hohenheim (
Stuttgart, Germany).

Education for foreign
applicants for higher
education

Provided.




2. List of components of the educational program and their logical consistency
2.1. List of components of EP

Code e/d Components of the educational Number of Form of
program credits final control
(educational disciplines, term papers),
field experience,
final qualification work)
1 2 | 3 | 4
1. Compulsory Components of EP
Cccl Data analysis technologies 7,5 exam
CC2 Functional and logical programming 6 exam
cc3 Methods and means of protection of information 6 exam
in computer systems
cc4 Biometric authentication technologies in 6
. . exam
information systems
Total of Compulsory Components: 25,5
2. Optional Components of EP
OP1.1 Aesthetics 6 exam
OP1.2 The philosophy of personality 6 exam
OP21 Psychology of adaptation 6 exam
OP 22 Business Psychology 6 exam
OP3.1 Intellectual Property 6 exam
OP 3.2 IT Law 6 exam
OP4.1. Information systems design technologies 6 exam
OP 4.2. Cloud and GRID technologies 6 exam
OP5.1. Programming and administration of the
o . 7,5 exam
enterprise information system
OP5.2. Design of multimedia systems 7,5 exam
OP 5.3. Methods of video information processing 7,5 exam
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OP16.1. Security of telecommunizcation networks g exim
OP 6.2. Security of Internet resources 6 exam
OP 7.1. Mobile application development 6 exam
OP 7.2. WPF application technologies 6 exam
Total of Optional Components 43,5
3. Practical studying
Pregraduate field experience 9 Credit
4. Attestation
Preparation of the final qualification project and defence 12 Defence
Total of Educational Program 90
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2.2. Structural Logic Scheme of Educational Program

| year
1 term

OK 2. dynKiioHanbHe Ta
JIOT14HE POrpaMyBaHHSA

| year
2 term

OK 1. Texnosorii

¥

OK 3. Meroau i 3acobu
3axucTy iHdopMarlii B
KOMIT'FOTEPHUX CUCTEMAaX

BB 1.1. EcTreTuka

Bb 1.2. ®inocodis
0COOHMCTOCTI

BB 2.1. IIcuxomnoris
ajarranii

BFE 2.2. IIcuxosoris
Oi3HECY

S SN

Bb 4.1. Texnomnorii
MIPOEKTYyBaHHS
1H(hOpMaLIHHUX CHUCTEM

Bb 4.2. XmapHi Ta
GRID-TexuHoiorii

aHai3y JaHUX

II year
3 term

Bb 3.1.
[HTenekryanbHa
BJIACHICTH

Bb 3.2. IT-ipaBo

BB 5.1.
IIporpamyBaHHs Ta
aJIMIHICTpYBaHHS
iHpopMamiiHoi
CHCTEMH

X
NN

OK 4. biomerpuuHi
TEXHOJIOT i
ayTeHTu(iKalii B
1H(pOpMaLIHHUX
cucremMax

N

Bb 6.1. be3neka
TEJICKOMYHIKAIIHHUX
Mepex

VA

Bb 5.2. IIpoekTyBaHHs
MYJIBTUMEIHHUX CUCTEM

Bb 6.2. be3neka
Intepuer-pecypcis

/

Bb 5.3. Meroan
00poOKHU
Bizteoindopmarii

NN

/

BupoOuunyva(nepenaun
JIOMHA) TIPaKTHKa

A\ 4

Bb 7.1. Po3poOka
MOOUIBHUX NOJATKIB

Bb 7.2. Texnomnorii
WPF-3acTocyBanb

3. Form of certification of applicants for higher education

Certification of graduates of the educational program "Software Engineering" in
the field of knowledge 12 "Information Technology™" in specialty 121 "Software
Engineering" is carried out in the form of defense of the final qualification project
and ends with the issuance of the document of the established sample on the award
of his master's degree with the qualification: master's degree specialty "Software
Engineering" specialization "Software Engineering".
The attestation shall be open and public.
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4. Matrix of compliance of program competencies to the components of the educational program

5.

9! N - <« = N _! N b 3 — N s o “ ! ~ — N
o ) ) ) ) |~ =@ = = ) = = o = ) = | = |
=] =] =] =] =] =] =] =] =] =] =] =] =] =] =]
3K 1 + + + + + + + + +
3K 2 + + + + + + + +
3K3 + + + + + + + +
3K 4 + + + + + + +
3K5 + + + + + + +
3K 6 + + + + + + + + + +
3K 7 + + + + + + + +
3K 8 + + + + + + + +
3K9 + + + + + + + +
DK 1 + + + + + + + + + + +
DK 2 + + + + + + + + + +
@K 3 + + + + + + +
OK 4 + + + + + + + + + + + +
DK 5 + + + + + +
DK 6 + + + + +
DK 7 + + + + + + +
DK 8 + + + +
DK 9 + + + + + +
DK 10 + + + + + + +
OK 11 + + +
OK 12 + + + + + + + +
®K 13 + + + + + +
DK 14 + + + + + + + + +
®K 15
+ + + + + +
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6. Provision matrix of program learning outcomes (PLO) with

relevant components of the educational program

OK1

OK 2

OK3

OK 4

BB 1.1

BB 12

BB 2.1

BB 2.2

BB 3.1

BB 3.2

BB 4.1

BB 4.2

BB 5.1

BB 5.2

BB 5.3

BB 6.1

BB 6.2

Bb7.1

BB 7.2

MPH 1

+

+

+

IIPH 2

IIPH 3

IIPH 4

IIPH §

TIPH 6

IIPH 7

IIPH 8

PH9

ITPH 10

IIPH 11

ITPH 12

PH 13

ITPH 14

IIPH 15

ITPH 16

nPH 17

ITPH 18

IPH 19

ITPH 20

ITPH 21

IIPH 22

ITPH 23

ITPH 24
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