AHOTAIIA

BianoBigHo 10 METH JIOCTIDKEHHS PoOOTa MPHUCBAYECHA PO3POOI CHCTEMH 3aXHUCTy
Web-caiiTiBBij kibepaTak Ta IHIIMX 3arpo3 B iHTepHET-cepenoBuili. OCHOBHA MeTa
11€1 pOOOTH MOJIATa€e B po3po0OIli Ta BIPOBAKEHHI KOMIUICKCHOI CHCTEMH 3aXHCTY, sSKa
3a0e3nedye Oe3meky Ta CTIMKICTh Web-cailTiBy BIIHOILIEHHI 0 Pi3HOMaHITHUX
kibeparak. B pamkax mociimKeHHs pO3IIISAAIOThCA PI3HI acleKkTdu 3axucty Web-
CalTiB, BKIIFOYAIOYM BUSBJICHHS Ta 3aIllo0IraHHS aTakam, 3axucT Big SQL-iH'ekIii,
KpPOCC-CAaTOBOTO CKPHITIHTY Ta 1HIIMX BAKJIUBUX aTakK, 1[0 MOXYTh IMOCTABUTH ITi]T
3arpo3y 6e3meky iHdopmariii Ta GyHKIIIOHYBaHHS Be0O-CalTy, a TAKOXK 3aCO0M 3aXHCTY,
K1 CIIPUSIIOTH y BUSIBJICHHI Ta OJIOKYBaHHI MOTEHILIMHUX 3arpo3.

ABSTRACT

According to the research objective, this work is dedicated to the development of a web
site protection system against cyberattacks and other threats in the online environment.
The main goal of this work is the development and implementation of a comprehensive
protection system that ensures the security and resilience of websites against various
cyberattacks. The research covers various aspects of website protection, including the
detection and prevention of attacks, defense against SQL injections, cross-site scripting,
and other critical attacks that may jeopardize information security and website
functionality, as well as protective measures that contribute to the identification and
blocking of potential threats.



