AHOTAIIA

BianoBigHo 10 METH JIOCTIDKEHHS PoOOTa MPHUCBAYECHA PO3POOI CHCTEMH 3aXHUCTy
OaHKIBCBKUX OHJIAMH TpaH3aKIIi 3 METOI 3a0e3NedeHHsl iXHbOi Oe3NeKku Ta
MiHIMI3aIli pu3KMKy KidepaTak. B po06oTi mpoBegaeHUl aHaIi3 MOTEHIIMHUX 3arpo3 Ta
BU3HAYCHHS BPa3JIMBOCTE OAHKIBCHKUX OHJIAMH TpaH3akiiil. OOrpyHTOBaHO BUOIp Ta
METOJIM 3aXHCTy, PO3POOJIECHO CHUCTEMY 3axXHCTy, SKa BKJIIOYAa€ B ceOe MOCTIHHUN
MOHITOPUHT Ta BHSBJICHHS aHOMAJiM, TECTyBaHHS Ta CHUMYJIAIIO Kibeparak,
OHOBJICHHS Ta TaT4i, HAaBYaHHS TEPCOHATY, PEryJsIpHI ayauTH Oe3NeKd, pe3epBHE
KOITIFOBaHHS JaHWX Ta 3axucT Big DDoS-atak. PesymapTaTom poboTu € po3pobieHa
CUCTEMa 3aXHCTY, sIKa 3a0e3medye 0e3neKy 0aHKIBCHKUX OHJIAH TPaH3aKI(IH Ta CIIPHsIE
3aro0iraHHIo Kideparakam.

ABSTRACT

In accordance with the research goal, this work is dedicated to the development of a
system for protecting online banking transactions with the aim of ensuring their security
and minimizing the risk of cyberattacks. The paper analyzes potential threats and
identifies vulnerabilities in online banking transactions. The choice and methods of
protection are justified, and a security system has been developed, which includes
continuous monitoring and anomaly detection, testing and simulating cyberattacks,
updates and patches, personnel training, regular security audits, data backup, and
protection against DDoS attacks. The result of this work is the developed security
system, which ensures the security of online banking transactions and contributes to the
prevention of cyberattacks.



