AHOTAIIA

BianoBigHo 10 MeTH JOCHIDKEHHS poOOTa MPHUCBAYCHA TOCIIIKEHHIO Ta po3poOiri
METO/IIB YCYHEHHS Bpa3inuBocTeld Ha Web-caittax. IIpoBeaeno anamiz Bpa3IMBOCTEH
BeO-0/1aTKIB, BKJIIOYAOYM 1X KiIacH(IKallll0 Ta XapaKTEPUCTHUKH, a TaKOX aHall3
BiloMux kibeparak Ha Web-caittu. [IpoBeneno po3pobky npototumy Web-cailty 3
BUKOPUCTAHHSAM PO3MVIIHYTUX METOJMIIB Ta WOr0 TECTyBaHHSA JUIsl BUSBIICHHSA
BpaznuBocTed. [lopiBHSHO pPO3pOOJIEHI METOIM YCYHEHHS Bpas3lIMBOCTEH 3
MOMEPEHIMA MIIXOJaMH Ta 3almpONOHOBAHO PEKOMEHMAIl I0AO0 MOKpAIIECHHS
oe3nexkn Web-caiTis.

ABSTRACT

According to the research objective, this work is dedicated to the investigation and
development of methods for addressing vulnerabilities in web applications. An analysis
of web application vulnerabilities has been conducted, including their classification and
characteristics, as well as an analysis of known cyber attacks on web applications. A
prototype of a web application has been developed using the discussed methods and
tested for vulnerabilities. A comparison of the developed vulnerability mitigation
methods with previous approaches has been made, and recommendations for improving
the security of web applications have been proposed.



