AHOTAIIA

Bunyckna xkBamidikamiiina pobora Ha Temy «HaTuBHe mporpamHe
3a0e3reueHHs OOMIHY  3axHUIIEHUMH JaHUMH»  TMPUCBIYECHUM  pO3poOII
pOrpaMHOro 3a0e3leyeHHs, SKEe HallllieHe Ha 3a0e3MeYeHHs] BUCOKOTO PiBHS
Oe3mneku Mg yac oOMiHy qaHuMu. OCHOBHA MeTa MOJISAra€ y CTBOPEHHI HATUBHOTO
JOJIaTKy, IO IHTErpy€ Cy4acHI TEXHOJOTii MH(pPyBaHHS, KOHTPOJIO OCTYILY,
ayTeHTu(iKaIli Ta aBTOpM3allli KOPUCTYBadiB, CIPSIMOBAHMX Ha IOMEPEIHKCHHS
HECAHKI[IOHOBAHOTO JIOCTYIy Ta 3a0e3MeueHHs IUIICHOCTI OOMIHIOBAHO1
iHpopMaIii.

Po6ota 3nailicHIOBanacs yepe3 KOMILJIEKCHUHN aHali3 Cy4yaCHUX TEXHOJOTiH
3aXUCTY JaHHUX, BU3HAYCHHS BUMOT JO CHUCTEMH 3aXHCTy, i1 (PYHKIIOHAJIBHOCTI,
peaizallii mporpaMHOTO KOy Ta OIIHKK €()eKTUBHOCTI CTBOPEHOI cucteMu. Bubip
MOBM TIporpamyBaHHs BmaB Ha Python w4epe3 1ii rHyukicTe 1 OaraTuit
IHCTPYMEHTApIH, IO CIPUsiE MIABUIICHHIO O€3MeKH Ta €PEeKTUBHOCTI PO3POOKH.

3HauHa yBara B po0OoTi Oyja npuaijieHa BUOOPY CTaHIapTiB mU(pyBaHHS,
10 HalKpalie BiANOBIJAIOTh Cy4YaCHUM BUMOTaM Oe3neku aaHux. Pesynbrarom
CTaJI0 CTBOPEHHSI YHIKQJBHOTO MPOTPaMHOrO MPOAYKTY, SIKMUW MOENHYE B COOi
HAJIHHICTh, BUCOKY IIBUAKO/IIO Ta MPOCTOTY Y BUKOPUCTAHHI.

VY pe3ynbTati AUIIIOMHOI pOOOTH OYyJI0 CTBOPEHO MTPOrpaMHe 3a0€3MECUECHHS,
10 BUPI3HAETHCS HAa TJII aHAJIOTIYHUX PUHKOBUX PIIICHb 1 33JI0BOJIbHIE TTOTPEOU
CYy4YacCHHUX KOPHCTYBaulB y 3aXUIIEHOMY OOMiH1 JAHUMH.

Bunyckna kBamigikamiiina pobota Ha TeMy «HaTuBHe mnporpamue
3a0e3neyeHHs] OOMIHY 3aXHIIEHUMHU JaHUMW» MICTUTh 45 cTopiHOK, 13 pucyHKiB.
[lepenik BuKopucTanux mkepen Hamuye 10 HalimeHyBaHb.

KmwouoBi caoa: HATHUBHE IIPOI'PAMHE 3ABE3IIEUEHHS,
3AXUCT JAHUX, IINMOPYBAHHS, AYTEHTU®IKAILIA, ABTOPU3AILILA,
PYTHON, CTAHAAPTU [LIMOPYBAHHAI.

ABSTRACT

The diploma thesis entitled "Native Software for Secure Data Exchange™ is
dedicated to the development of software that ensures a high level of security during
data exchange. The main goal is to create a native application that integrates modern
encryption technologies, access control, authentication and user authorization in
order to prevent unauthorized access and ensure the integrity of exchanged
information.

The project was carried out through a comprehensive analysis of modern data
protection technologies, defining the requirements for the security system and its
functionality, implementing the software code and evaluating the effectiveness of
the created system. Python was chosen as the programming language due to its
flexibility and rich toolkit, which contributes to increasing the security and
efficiency of development.

Much attention in the project was paid to the selection of encryption
standards that best meet modern data security requirements. The result was the



creation of a unique software product that combines reliability, high performance
and ease of use.

As a result of the diploma work, software was created that stands out against
similar market solutions and meets the needs of modern users in secure data
exchange.

The thesis «Native Software for Secure Data Exchange» has 45 pages, 13
figures. The reference list contains 10 titles.
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