AHOTAIIA

BiamoBigHO 10 METH IOCTIKEHHS poOOTa MPUCBAYEHA PO3POOIT BIACHOTO
pillieHHs. 11 O€3MeYHOro JIIEH3YBaHHS IPOTpaMHOro 3abe3nedeHHs Ha 0as3i
KJIIEHT-CEPBEPHOI apxiTekTypu. BumyckHa kBamidikaiiiiHa podoTa Ha Temy
«KienT-cepBepHa cucTeMa O€3MEYHOrO JIIEH3YBaHHS» MICTUTh 45 CTOpIHOK, /
pucyHkiB. [lepenik BUKopucTaHUX JpKepea Haniuye 17 HalilMeHyBaHb.

B po6oti Oysio 3po06sieHO OrJisia MonepeaHiX IOCTiHKEHb Ta MPOrpaMHOTO
3a0e3neyeHHss B cepl 3axucTy Ta JjineH3yBaHHA [13, po3rmsiHyTo Ta 3pobieHo
MOPIBHSUIBHY XapaKTEPUCTUKY HASBHUX METOAIB 3aXWCTy Ta JIICH3yBaHHS
MPOTPaMHOT0 3a0€3MEUCHHS.

Ha ocHoBI 115010 aHasi3y 0ys10 00paHO ONTUMAIbHY CTPATETIIO JIILEH3YBaHHS
BiiOpaBIIM Ta MOJCPHI3YBaBIIM HAsSBHI METOAW TaKHUM YHHOM, IO HEIOJIIKH
OJIHOTO METOAY MOTJIM O OyTH KOMIIEHCOBaH1 BUKOPUCTAHHSAM 1HILIOTO METOY.

Ha ocHoBi 1i€i cTparterii Oyno po3po0J€HO KIIEHT-CEPBEPHY CHUCTEMY 3
HACTYITHUMHU M1AXO0AaMHU:

e JIIIEH314 30€epiracThCs B JMIIEH31MHOMY (aiiii

o JTIEH31HHMN (aiin 3amudpoBaHnii CHMETPUYHUM KITIFOUEM

e JIIEH3IMHMN (aiiil miaMMCaHui IPUBATHUM KITIOUEM

e TIEpeBIpKa MIAMHUCY JIIEH3IMHOrO ¢aiiny 3MICHIOEThCS 3a JIONMOMOTOI0
myOJIIYHOTO KJTH0Ya 1110 OTPUMYETHCS 3 CepTUdIKATY

o JNNEH3IMHMA Qadnu  (3ammdpoBaHuil  ¢dain  TineH3ii Ta  MIIIUC)
MOIIUPIOIOTHCA Yepe3 3aiudpoBaHuil KaHall Mepexero [HTepHeT.

e B AKOCTI 1JAEHTH(IKaTOpa KOPHCTyBaua BHKOPHUCTOBYIOTHCS JaHI IIPO
anapaTHe 3a0e3MeUeHHS

3acobu peanizaiiii 0yJ10 00paHO TaKUM YMHOM 1100 3a0€3MeYnTH HaJlIiHE Ta
eexTuBHE (PYHKIIIOHYBAHHS CUCTEMHU, 1110 MA€ 3IaTHICTh PO3TOPTaHHS Ha OaraTbox
cyqacuux Mmiaardopmax (Windows, Linux, macOS) Ta € 3araJibHOIOCTYITHUM
(BimkpuTe Ta OGe30MIaTHE MPOrPpaMHe 3a0e3CUCHHS).

KuarouoBi cioBa: Oesneka Ta JIEH3YBaHHS MPOTpamMHOro 3abe3nmedyeHHS,
KJIIEHT-CEPBEPHA CUCTEeMA, JIEH31MHMI (aitn, mudpyBaHHs, TUGPOBUN TIITHUC.

ABSTRACT

According to the purpose of the study, the work is devoted to the development
of a proprietary solution for secure software licensing based on client-server
architecture. Graduation qualification work on the topic "Client-server system of
secure licensing™ contains 45 pages, 7 drawings. The list of used sources includes
17 items.

The work reviewed previous research and software in the field of software
protection and licensing, considered and made a comparative description of the
existing methods of software protection and licensing.

Based on this analysis, the optimal licensing strategy was chosen by selecting
and modernizing the existing methods in such a way that the shortcomings of one
method could be compensated by the use of another method.

Based on this strategy, a client-server system was developed with the
following approaches:

« the license is stored in the license file



« the license file is encrypted with a symmetric key
. the license file is signed with a private key
. verification of the signature of the license file is performed using the public
key obtained from the certificate
« license files (encrypted license file and signature) are distributed through an
encrypted channel over the Internet.
« hardware data is used as a user ID
The means of implementation were chosen in such a way as to ensure reliable
and efficient functioning of the system, which has the ability to be deployed on many
modern platforms (Windows, Linux, macOS) and is publicly available (open and
free software).
Keywords: software security and licensing, client-server system, license file,
encryption, digital signature.



