AHOTANIA

BiamoBigHO 10 MeTH JOCHIKEHHST poOOTa MpUCBSYEHA PO3POOIl iIHHOBAIIMHOI CUCTEMH 3aXHUCTY
iHpopmaii, sika 3abe3nedye BUCOKUI piBeHb Oe3ekn, KOH(DIIEHIIHHOCTI Ta HETOTOPKAHOCTI JAaHUX
y iu(ppOBOMY CEPEOBHIIII, a TAKOXK BUSBICHHSI MOXKIIUBOCTEH TEXHOJIOT11 OJIOKUCHHY JIJ1s1 BUPILICHHSI
npobsiem Oe3neku iHdopmarii. JJumiomHa podoTa IpuUcBsiUEHa TOCITIHKEHHIO Ta pO3POOII METOIiB
Ta 3ac00iB 3aXHMCTy KOH(IACHIIIHOCTI Ta MUIICHOCTI JaHUX I 4ac iX mepenadi B O€3apOTOBUX
KaHajax 3B's3ky. OOrpyHTOBaHa aKTyalbHICTh MPOOJIEMH B yMOBAaX MOMIUPEHHS T4 BUKOPHUCTAHHS
0e3/IPOTOBHUX TEXHOJIOTIH y cydyacHOMY iH(GOpMAIiHHOMY CYCIUIBCTBI. Y poOOTI MPOBEAECHUIN OTJISAI
1 aHaJi3 CyyacCHMX METOJIB 3aXUCTY JaHUX NpH OE3pOTOBiM mMepenadi MOBIJOMICHb, BKIIOYAI0UN
aqroputMu  mudpyBaHHs Ta ayreHTHdikamii. Po3risHyTi 0COOJMBOCTI PI3HMX MPOTOKOIB
0€31pOTOBOrO 3B'A3KY, IO BIUIMBAIOTh HAa BUOIp Ta €(EKTUBHICTH 3aCTOCYBAHHS 3aCO0IB 3aXHCTY.
Po3pobneHo Ta peanizoBaHO €KCIEPUMEHTAIBHY MOJIEb CUCTEMH 3aXUCTY JaHUX y 0e31pOTOBOMY
KaHauli 3B'A3Ky. BukopucTtano cydacHi kpunrorpadiyHi IpOTOKOIM Ta aJTOPUTMH I 3a0e31eUeHHS
KOH(1ACHIITHOCTI Ta NUTICHOCTI IEPEeIaHuX JaHUX.

ABSTRACT

According to the purpose of the study, this work is dedicated to the development of an innovative
information security system that ensures a high level of data security, confidentiality, and integrity in
the digital environment, as well as exploring the potential of blockchain technology in addressing
information security issues. The diploma thesis is dedicated to the research and development of
methods and means for ensuring the confidentiality and integrity of data during their transmission in
wireless communication channels. The relevance of the problem is substantiated in the context of the
proliferation and use of wireless technologies in modern information society. The paper provides an
overview and analysis of contemporary methods for data protection in wireless message transmission,
including encryption and authentication algorithms. The peculiarities of various wireless
communication protocols that affect the choice and effectiveness of security measures are discussed.
An experimental model of a data protection system in a wireless communication channel has been
developed and implemented. Modern cryptographic protocols and algorithms are utilized to guarantee
the confidentiality and integrity of transmitted data.



