AHOTAIIA

Y kBamidikamiiiHiii  poOOTI po3risHyTa mpodiema aBTeHTU]IKaIT
KOpPUCTyBadiB BeO-3acTOCyHKIB. L1 mpoOiiema € myxe akKTyaabHOIO Yepes
MOCTIMHUN ~ PO3BUTOK  Web-TEXHOJOTiH Ta  30UIBIICHHS  KOMIUIEKCHOCTI
iHbOpMaIIHHUX CHUCTEM, IO MPU3BOIUTH IO TOCTPOi IpobiieMu 3abe3nedeHHs
Oe3neKu Ta KOHTPOJIIO JOCTYNy KOPHCTYyBadiB 10 pecypciB. B kBamidikarriituiii
poOOTI OynM TEOPETHYHO MpOaHATI30BaHI OCHOBHI MIAXOAW 10 aBTEHTHUdIKAIT
KOpPHCTYBauiB Be0-3aCTOCYHKIB B MeEpeXi IHTEpHET Ta OCHOBHI MOXJIHMBI
Bpa3MBOCTI  Mepexi. byno  Bm3HaueHo  moHATTS  «bararodakropna
ABTeHTHU(]IKAIlIS» Ta KOMIIO3MUIS CydacHUX Be0-3aCTOCYHKIB. I[IpoanHamizoBaHi
HaWOLIBII TTONYJISIpHI Tiaxoau Ta (gakrtopu OaratodakropHoi aBTeHTHdIKaIi. B
pe3ynbTati podoTH OyJI0 MPAaKTHYHO CTBOPEHO Ta MPOTECTOBAHO BE0-3aCTOCYHOK 3
BUKOPHUCTAaHHAM JBOX(AKTOPHOI aBTeHTU(dIKAIi 1 MiABUIICHHS OC3MeKu
KOpPUCTYBauiB BeO-710JaTKIB. BHacmigoK NPOBEACHOrO JOCHIKEHHS BeO-
3aCTOCYHOK OyB MOOy/I0BaHUM Ha 3acajax HaWOUIbII ONTUMAIbHUX MIIXOJIB /10
aBTeHTHU(IKaIlli KOPUCTYBAUiB, 3aXUCTY JAHUX, Ta 3a0€3MeUeHHS KOH(D1ICHITIHHOCTI
B CYMICHOCTI 3 JIETKICTIO pO3pOOKH, Ta MOAAIBIIOTO PO3UIMPEHHS Ta MIATPUMKH,
M1JKPECTIOI0YN NTepeBaru Be0-3aCTOCYHKIB B LILJIOMY.
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ABSTRACT

This qualification work addresses the issue of user authentication in web
applications. This problem is highly relevant due to the continuous advancement of
web technologies and the increasing complexity of information systems, resulting in
a critical challenge of ensuring security and controlling user access to resources. In
this qualification work, the main approaches to user authentication of the internet-
based web applications and the fundamental vulnerabilities of computer networks
were theoretically analysed. The concept of "Multi-Factor Authentication” and the
composition of modern web applications were identified. The most popular
approaches and factors of multi-factor authentication were examined. As a result of
this study, a web application utilizing two-factor authentication to enhance the
security of web application users was practically developed and tested. The research
findings led to the development of ta web application that is based on the most
optimal approaches to user authentication, and data protection while maintaining
ease of development, scalability, support, and emphasizing the advantages of web
applications in general.
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