AHOTAIIA

BignoBigHo 10 MeTH AOCHIIKEHHsS poOOTa MPUCBSYEHA PO3pOOIN 1HHOBAIIMHOL
cUCTeMHM 3axucTy iHdopmalii, sKa 3abe3reuye BHCOKHMH piBEHb O€3MeKH,
KOH(}IEHIIIMHOCTI Ta HEJIOTOPKAHOCTI JaHUX y IU(PPOBOMY CEpEIOBHII, a TAKOX
BUSIBJICHHSI MOXJIMBOCTEH TEXHOJIOT1l OJIOKYEHHY Il BUPIIIEHHS IpoOjieM Oe3IeKu
iHpopmarrii. Cucrema 3axucty iH(OpMaIi Ha OCHOBI BHUKOPUCTaHHS TEXHOJOTIi
OJIOKYEMHY MIJIKPECTIOEThCS 3POCTaHHSAM KiOep3arpo3, HEOOXITHICTIO 3aXHUCTy
NEPCOHANBHUX JAaHHUX, TOTPEOOIO B JOBIp1 Ta MPO30POCTI, POSMUPEHHIM 3aCTOCYBAHHS
TEXHOJOT1l OJIOKUelHy Ta MparHeHHsM /10 e(eKTUBHOCTI Ta iHHOBalii. B pe3ynbrari
Oy70 oXapaKTepU3yBaHO 3aCTOCYBAHHS TEXHOJIOTii OJIOKYEWH y CHCTEMI 3aXHUCTY
iHpopMaIlii; BUCBITICHO OCHOBHI MPHUHIIMIIN Ta XapaKTEPUCTUKH OJIOKYCHH-CHCTEM;
MpoaHa i30BaHO  PO3pOOKYy  Ta  BIPOBA/PKEHHS  TEXHOJOrli  OJIOKYECiiH;
OXapaKTEepPU30BaHO JIepKaBHI MEXaHI3MH PETYJIIOBAHHS BUKOPUCTAHHS KPUIITOBAIIIOT 1
TEXHOJIOT1i OJIOKYEIH; BU3HAYEHO MPOOJIEMHU BIPOBAIKEHHSI TEXHOJIOTIT OJIOKYEHH;
BHU3HAYEHA apXITEKTypa CUCTeMH; OOTPYHTOBAHO BUOip miiatopmu i po3poOka cMapT-
KOHTPAaKTIB; peasli3oBaHO ()YHKIIIOHAJIBHICTh CHCTEMH; OXapaKTeprU30BaHa po3pooIieHa
CHCTEMa 3aXHUCTYy; OI[IHEHO 3a0e3meueHHs KOH(D1ICHIIIHHOCTI JaHUX.

ABSTRACT

In accordance with the research objective, the work is devoted to developing an
innovative information security system that ensures a high level of data security,
confidentiality, and integrity in the digital environment. The use of blockchain
technology in the information security system is emphasized due to the growing
cybersecurity threats, the necessity to protect personal data, the need for trust and
transparency, the expanding application of blockchain technology, and the pursuit of
efficiency and innovation. The following outcomes were achieved: the application of
blockchain technology in the information security system was characterized; the
fundamental principles and characteristics of blockchain systems were highlighted; the
development and implementation of blockchain technology were analyzed; state
mechanisms regulating the use of cryptocurrencies and blockchain technology were
described; challenges in implementing blockchain technology were identified; the
system architecture was defined; the choice of platform and the development of smart
contracts were justified; the system's functionality was implemented; the developed
security system was characterized; and the confidentiality of data was evaluated.



