JIEP’)KABHUI TOPT'OBEJIbBHO-EKOHOMIUYHHU YHIBEPCUTET
CUCTEMA YIIPABJIIHHSA AKICTHO

Cucrema 3a0e3ne4eHHS AKOCTi OCBITHBOI JiIJILHOCTI Ta AKOCTI BUIIIOI OCBIiTH
cepmugpikosana Ha gionogionicms JCTY ISO 9001:2015 /ISO 9001:2015

\\H

SATBEPammo
/ ToﬂoBa npmrmam}{m KOMicii

\
' \\

HaTomH MA3APAKI
Y ‘L 2023 p.

INPOI'PAMA

(¢paxoBoro icnury
IJIS 3100y TTH OCBITHBOI'O CTYIIEHSI MaricTpa

Ha ocHOoBI HPK6 Ta HPK7
rajysb 3HaHb 12 «IndopmauiiiHi TeXHOIOTII»
CreiaJbHICTh 125 «KibepOe3neka Ta 3axuct ingopmanii»
OCBITHSI porpama «be3neka cucreM eJIeKTPOHHUX KOMYHiKaIlii

B €eKOHOMIIIi»

Kuis 2023



BCTVYII

IIporpama ¢axoBoro icuuty s 3700YTTS OCBITHBOTO CTYNCHS «MAaricTp»
ramy3p 3HaHb — 12 «ladopmariitHi  TEXHOJOTI», CHEIIANBHICTE —
125 «KibepbOe3meka Ta 3axucT iHdopMarii» (Ha 0a3i OCBITHBOTO CTYIICHS
«0OaKajmaBp», «MaricTp» Ta «CICIIalicT») MiArOTOBIICHA HAa OCHOBI OCBITHBO-
npodeciiiHoi mporpaMu, € HAyKOBO-METOAMYHUM JTIOKYMEHTOM, KUl 3a0e3neuye
KOMIUIEKCHUM TIIXiJ A0 OIIIHKM PIBHA TEOPETHYHOI Ta MPAKTUYHOI MiArOTOBKHU
BCTYITHHKIB J10 TTPOeCIMHOT TIsUTBHOCTI.

Mera (HaxoBOro iCuTy — BU3HAYUTU OOCST Ta PIBEHb TEOPETUYHHUX 3HAHD,
NPaKTUYHUX HABUUOK Ta BMiHb 3 MNpoUIIOIOYMX JUCIHUIUIIH Yy Traiysi
iHQOpMaIITHUX TEXHOJIOT1M, SKI TIOB’S3aHI 3 YyciMa acHeKTaMu 3aXUCTy
iH(dopmallli B cuctemMax i Mepexax, METoJaMH 3abe3rnedeHHs KidepOe3neku Ta
KpuntorpadiuHUMH METOAaMU 3aXUCTY 1HPOpMaIii.

daxoBui ICIUT TPOBOAUTHCA y (QOpMiI MHCHMOBOIO TECTYBaHHS, IO
JIO3BOJIIE TIEPEBIPUTH TEOPETUYHI 3HAHHS BCTYIMHUKIB, iX YMIHHSA JIOT1YHO
MUCIIUTH Ta BHUPINIYBAaTH MPOOJIEMHI CHUTyallli 3 KOMIUICKCY JUCUMIUIIH, SIKI
OB’ s13aH1 3 1HQOPMALIMHUMU TEXHOJIOT1SIMH.

[Iporpama ¢axoBOTo ICIUTY MICTUTh TaKl PO3ALIH:

1. CouiotrexHiuHa KibepOe3nexa.

2. ApxiTekTypa KOMII I0Tepa.

3. besmeka omnepariitHux CUCTEM.

4. Opranizailisi KOMIT FOTEPHUX MEPEXK.

5. besmneka 0a3 naHux.

6. besneka iHpopMaliifHUX CUCTEM Ta MEPEK.

7. Kpunirorpadiuni MeToau 3aXUCTy 1H(QOpMaIrii.

Jlo mporpamMu J0TA€ThCS CITUCOK PEKOMEHIOBAHUX JKEPEN, SKUH JOTIOMOXKE
y OIATOTOBI A0 BCTYITHOTO BUIIPOOYBaHHS.

3MICT IPOI'PAMHU ®AXOBOTI'O ICIIUTY

PO3ALJI 1. COHIOTEXHIYHA KIBEPBE3ITEKA

[Tonsarrs iHdopmariiiina Oe3neka, kibepOesmeka, KiOeprpocTip, Kidep-
O0opotb0a, KibeprepopusM, KiOepBiiiHa, KiOep30posi. OCHOBHI TOHSATTS KiOep-
3axucty. OCHOBH KiOEpBIUIMBY. 3MICT, Kjacu(iKalis Ta 03HAKH Kibep3arpos.

Monens kibepOesneku Ta Tpiama KIIJI. Ky06 kibepOesnexu. Ilpunmmmm
KOH(D1ICHIITHOCTI, TUTICHOCTI, JOCTYMHOCTI. 3aXUCT KOH(DIACHIIIHHOCTI JaHHX.
KepyBanus poctymom. 3akoHUM Ta BIAMOBiAANBHICTH. llepeBipka IILTICHOCTI.
3abe3nedyeHHs joctynHocTi. [lomenu kibepoe3neku.

Komn'torepri araku Ta TexHoJorii ixHboro BuUsiBIeHHS. CyTHICTb,
kimacudikaiis Ta erand peaiizarlii arak. 3arajbHi TOHSTTS MPO KOMII IOTEpHI
BIpYCH, ICTOpIS iX BUHUKHEHHS Ta PO3BUTKY. 3arajbHi NPUHIUNN (YHKIIIO-
HYBaHHSI KOMIT IOTEPHUX BIpYCiB, X po3MHOkeHHs. Kiacudikaliis KoM roTEpHUX
BIpYCIB 1 NPUHLIMUNMU i MOOYyAOBH. AJNTOpUTMHU poOOTH BipyciB. OCHOBHI THUIHU



HIKIJIJIMBOTO MPOrPaMHOI0 3a0€3MEeUeHHs], HUISIXU PO3MNOBCIOJKEHHS Ta CUMIITOMU
3apa)K€HHS HUMHU.

Meroan Ta 3aco0W MPOTHAII COIIOTEXHIYHMM arakam. KaHamu HecaHK-
I[IOHOBAHOTO JAOCTymy n0 iHpopmariii. Mertoan 1 3aco0uW COIIaTBHOTO 1HXKH-
HIpUHTY.

Kpuntorpadis, ocHoBHi Tunu mu@ppiB. CUMETpHUUHI Ta aCHUMETPHYHI
metoau mmm@pyBanHsa. Kpuntorpadiuni mporokonu Ta ix  Kiacugikaris.
InenTudikaiis, ayreHTU(IKaLIS Ta aBTOPU3ALIiS.

Komm'torepra 1 mudpoBa creranorpadis, udpoBi BOASHI IMO3HAYKH.
Mopnenb KOMITIOTEpHOI cTeraHorpadiyHoi cucTeMu. ATaki Ha CTETaHOCUCTEMU.

OcHoBHI MeToau 3abe3rneueHHs KiOepOesneku. TexHosorii pearyBaHHs Ha
iHIuAeHTH. CucTeMH BUSIBIIEHHS BTOprHEHb. CUCTEMU 3amo0iraHHsl BTOPITHEHHSIM.
[Ipotokomn WEP, WPA/WPA2. be3neunuii BiggajeHHl JOCTYI. 3axHCT
MEPEKHUX IIPUCTPOIB.

PO341JI 2. APXITEKTYPA KOMII'IOTEPA

[TonstTs apxitexktypu IIK. Ictopiss po3BUTKY KOMM'IOTEpIB Ta iX OCHOBHI
etanu. Apxitektypa (oH Heitmana. OCHOBHI KOMIIOHEHTH KOMIT'IOTEpA Ta iX PoJil
y (yHKUIOHYBaHHI cucTeMd. (OCHOBHI TOKa3HUKM Ta XapaKTEPUCTUKU
KoMIT'toTepiB. [IpuHimnu noOynoBM Ta (yHKUIOHYBaHHSA KOMI'toTepiB. Buam
KOMIT'FOTEPIB Ta iX BIACTUBOCTI.

[IpeacraBnenHs gaHuX y Ko 'toTepi. Tunu, popmu Ta popmaTu nogaHHs
iHdopmarii y TIK. Jloriuni omepairii, JIOri4Hi omneparii 3 JBIMKOBUMH YHCIIAMHU.
Jloriyni enemenTH. EneMeHTH maM’sTi, TpUTepH, pericTpu. JIIYUIBHUKH.
OnepatvBHa IaM AATb.

Knacudikamis marepuHchkux miat. DyHKIT MaTEepUHCHKOI IIJIaTH B
komm'torepi. KOMIOHEHTH 3 SKMX CKJIaJa€ThCs MaTEpUHCHbKa IUIaTa Ta iX pOJib.
Tunu posz'eMiB Ha MaTEPUHCHKIM TUIaTi 1 AK BOHM BUKOPUCTOBYIOTHCA.
Oco6mmBOCTI pOoOOTH MATEPUHCHKOI IUIATH 3 OINEPATUBHOK Ta TMOCTIHHOIO
nam'sTTio. PakTopy sIKi BIUVIMBAIOTh HA MPOIYKTHUBHICTH MAaTEPUHCHKOI TJIATH Ta
criocobu mokpatieHHss ii podotu. Ywunceru. IliBHIYHMN Ta MiBICHHUN MICT.
[IporpamHi 3aco0M TECTYBaHHS YUIICET.

CrpykTypa Ta QyHKIII1 HEHTpaIbHOIO Mpoliecopa. ApXiTeKTypa mpoliecopa
Ta Horo OCHOBHI KOMIOHEHTH. IloHATTA po3psiaHocTi mpouecopa. [lpuHuumn
poGotn  kem-mam'sti.  OcoOJIMBOCTI  B3aeMOAIl  mpouecopa 3  IHIIMMHU
KOMITOHEHTaMH KOMIT'toTepa.

CtpykTypa 1 mpuHIIUI POOOTH KOPCTKUX MUCKIB. TE€XHOJIOTT BUTOTOBJICHHS
1 XapaKTepUCTHUKU >KOPCTKUX IUCKIB. Dopm-(pakTopu >KOPCTKUX IUCKIB 1 iX
BUKOPUCTAHHA B PI3HUX NMPUCTPOsX. DalIoBl CUCTEMH, SIKI BUKOPUCTOBYIOTHCS Ha
XKOpCTKUX nuckax. CyyacHl TeHJEHIT B PO3BUTKY KOPCTKUX JHCKIB.

[TocmimoBHi Ta mapajienbHI TOPTH BBEICHHS/BUBEICHHS. TWUIM TOPTIB.
InTepdeiicn mmn. IlpoTokomiB mepenayl JaHUX 4Yepe3 MOPTU Ta WIMHU. Bumn
Ka0eJiB Ta KOHEKTOPIB, 1[0 BUKOPHUCTOBYIOTHCS MJIsl MIAKIIOYEHHS A0 MOPTIB Ta
muH. Pobota koHTposepiB mopTiB Ta muH. CyMICHOCTI HOPTIB Ta IIMH MIX



pI3HUMU TpUCTPOsIMH. [HTEpdericu 0e3ApOTOBOro MiAKIOUCHHS TepudepiitHux
IIPUCTPOIB.

Kowmm’torepuuii 610k xuBienHs. Cucremua muna (FSB). [lluna nanux.

Tunu onepatnBHOI mam'sTi. XapaKTePUCTHKU OINEPATHBHOI Mam'aTi Ta il
IpOAYKTHBHICTh. [Ipomecu siki BinOyBarOThCs MiJ Yac 3YMUTYBAHHS Ta 3amuCcy
JAaHUX B OINEpPaTUBHY MaM'ssTh. DaKTOpPHW SKI BIUIMBAIOTh HA IMIBUAKICTH POOOTH
onepatuBHOi mam'siTi. CrocoOu Ta mporpaMHi 3acoOM TECTyBaHHS ONEPATUBHOL
nam’sITi.

IcTopist po3BuTKy omnepartiiinoi cuctemu MS DOS 1 ii apxitektypa. OCHOBHI
koHnenii ta iHTepderic MS DOS. Cucremni Bumoru 10 MS DOS. OcHoBHI
npobiemu Oe3neku Ta 3axucty iHGopmarii B omepauiitHiii cucremi MS DOS.
[TopiBusinaga MS DOS 3 iHImmMMu onepaiiiiHuMu cucteMamu, Takumu ik Windows
Ta Linux.

BIOS 1 saxi ¢yHkuii BiH BUKOHYe B Komm'torepl. OCHOBHI KOMITOHEHTH
BIOS. HanamrryBannas BIOS. PiznoBuau BIOS. CrnenianbHi yTHIITH 17151 poOOTH 3
BIOS. 3a6e3neunTtn 6e3nexy mpu podoTi 3 BIOS.

KomnoHeHTn 3 SIKUX CKJIalaeThCsl BijeocucTeMa KoMmm'torepa. PizHoBuau
BIJIEO KapT. BIimB BiJleOKapTH HA NPOAYKTUBHICTH KoMmm'torepa. OCHOBHI
XapaKTEpPUCTUKU Ta TnapameTpu BineokapT. Pobora Bimeokapra Ta ii (yHKII.
[HTepdeiicu i MIOKIIOUEHHS BIIEOKapT 10 KoMIT'toTepa. PoboTa MoHITOpa miis
BiJIoOpaxkeHHs rpadiunoi iHpopmarllli. OCHOBHI XapaKTEPUCTUKHA MOHITOPIB 1 SIK
BOHU BILJTUBAIOTh Ha SIKICTh B1IOOPa’KEHHS 300pakKeHHS.

IIporpama camotectyBanHsi komm’torepiB POST. YcyHeHHS mOMUIIOK Ta
oOCITyroByBaHHs KOMI OTepiB. MeToauka oOCTyroByBaHHS KOMITIOTEpIiB Ta il
0COOJIMBOCTI.

PO3/IL 3. BE3IIEKA ONEPAIIIMHUX CUCTEM

[TonsTTss omepariiiHoi cucremu, il Tpu3HAUYeHHS Ta (QyHKIL. IcTopis
pPO3BUTKY omepauiiHux cucrteMm. Kiacudikaiis cydacHHX oOmepauiiHUX CHCTEM.
@OyHKIIOHAJIbHI KOMIIOHEHTH ONEPALIIITHUX CHCTEM.

[ToHATTS apXITeKTypu OINepauliiHuX cucTeM. Bsaemomis onepariitHoi
CUCTEMHU 3 amapaTHUM 3a0e3neueHHsAM. B3aemojis omnepauiifHOi cuUCTEMHU 3
nporpaMHuM 3abe3neueHHsM. [linxonan no peanizaiii apXIiTEKTypH OIepaLiifHuX
cucteM. Apxitekrypa cuctemu UNIX. ApxitekTypa cuctemu Linux. ApxiTekTypa
cuctemu Windows.

ba3oBi mOHATTS mpolieciB 1 MOTOKIB. baraTonmoTokoBicTh Ta ii peaiizaltis.
Cranu mporeciB 1 moTokiB. Omuc mporeciB 1 MOTOKIB. 3arajibHi TPHHITUIN
wianyBaHHs. Bunm tutanyBanHs. Crparerii mmiaHyBaHHA. BwuTicHsitoua Ta
HEBUTICHSIOYA  0araTo3ajauHicTh. ANTrOpUTMH  ITUIaHyBaHHSA.  Peamizaris
rianyBaHHs B Linux. Peanizanis mianyBanus y Windows.

OCHOBHI NpPUHIMIHN B3aeMoAll MNOTOKIB. B3aemonis motokiB y Linux.
B3aemois notokiB y Windows.

OcHoBu TexHOJOr1i BipTyaiabHoi mam’sTi. CermenTanig nam’ati. CTOpIHKOBa
opraHizailisi mam’siti. CTOpIHKOBO-CETMEHTHa OpraHizaiisi mam’siTi. Peamizaris



KepyBaHHA OCHOBHOIO IMaMm’ATTi0 y Linux. Peanmizaiisi kepyBaHHS OCHOBHOIO
nam’ 110 y Windows.

Junamiuyna pauisHKa mam’sati mporecy. OcoOimBOCTI po3poOKH  pO3IIO-
nimroBadiB mam’aTi. [locmimoBHUi MOMIyK TiaXoAsamioro 6J0Ky. [301p0BaHi cCIMCKA
BUTbHUX OJokiB. CucreMu ABiMHUKIB. [ligpaxyHOK MocHiIaHb 1 30MpaHHS CMITTS.
Peanizamiss quHaMigyHOTO KepyBaHHS MaM sATTI0 B Linux. Peamizariis nuHaMigHOTO
KepyBaHHsI maM'aTTio B Windows.

[TonsitTst aitnmy 1 dainoBoi cucremu. Opranizaiis iHbopmMarlii y ¢aitinosiii
cuctemi. 3B’s3ku. AtpuOytu (aitnmiB. Omnepaiii Hax Qaitiamu 1 KaTajoramu.
HanaromkenHss B3aemofii MDK IIporiecaMd Ha OCHOBI iHTepdelicy ¢daitioBoi
CUCTEMHU.

bazoBi BigomocTi mnpo auckoBI TpUCTpoi. PosmimienHs iHdopmarii y
daiinosux cuctemax. [IpogykTuBHicTh ¢ainoBux cucrem. HaaiitHicTs (daitnoBux
CHCTEM.

®aiinosi cuctemu ext2fs 1 ext3fs. daitnosi cucrtemu miHii FAT. daiinosa
cucteMma NTFS. Oco6muBocti kemryBanHa y Windows. CucteMHuii peectp
Windows.

Beprukanbna pexomnosuuis apxitektypu OC Windows. Komnonentu
koMmIuiekcy 3aco0iB 3axucty (K33) Windows. B3aemosis kKOMIIOHEHTIB i 0a3u
nanux (bJl) cucremun Oe3neku. OCHOBHI MNPUHIMON peai3alii CHUCTEMHU
po3MexxyBanHsa noctymy. Cy0’extu goctyny Windows. CranmapTHi cy0’€KTH
noctymy. CrangaptHi TUnu o00’ekTiB poctynmy Windows. Mertoau moctymy.
Crneundiyai METOIM JOCTYIy Jig nesakux o0’ ekrtiB. CremiansHi npusuiei. [Ipasa
noctymy. OO’€KTH 13 CTaHJApTHUM Ta HECTaHJAPTHUM 3axucToM. llocumanHs
mpoiiecy Ha 00’€KT 1O ICHyrouOMy BU3HA4YHHMKY. Monens 3axucty Windows s
Win32. Imentudikaropu 3axucty SID. Mapkepu. Inentudikaropu wmapkepa.
Heckpuntopu 3axucty. CIHCKM KEpyBaHHS IOCTYIOM. AJITOPUTMHU 3’ SICYBaHHS
npaB pgoctyny. [lo3HaueHHss B ONKMCI aIrOpUTMIB. AJNTOPUTM 3 SICYBaHHS
MaKCUMaJbHUX TMpaB JIOCTyMy. ApXITeKTypa MiJICUCTEMH aBTEHTU(DIKaIIi
Windows. [IlocniioBHICTE BXOQy KOpHCTyBada B cuctemy. (OcoOauBOCTI
nigcucteMu apreHTudikanii Windows. 3aranbHa ominka cuctemMu Windows.

Mopens Oesneku cuctemu UNIX. Iligcucrema inentudikamii Ta
apTeHTudIkamii (Tpaguuiiina). Ilimcucrema igeHTudikamii Ta aBTeHTU]IKAIT
(cyuacna). HamamryBanuss PAM. Moayni PAM. Ilpuknagu moaynie PAM.
[Tincucrema po3mexyBaHHs noctymy. Omuc mpaB poctymy a0 dainy. Crnucku
kepyBaHHsa jaoctynoMm (Solaris, Linux). CynepkopuctyBady B UNIX. 3axuct Bin
BUKOpUCTaHHs BpasznuBocTed kKoay — ASLR. OcHOBHI HEMONIKH TpaguIliiHOT
moaeni 6e3neku Linux 1 Unix.

PO3J1J 4. OPTAHI3ALIS KOMIT'IOTEPHUX MEPEX
Komm’rotepri mepexi, ix wimacudikamisi Ta mnpuszHadeHHs. Konmemii
MoOyI0BH KOMIT IOTEPHUX MEPEX: JIOKAJIbHI Ta IJ100alibHI KOMIT IOTEPHI MEpexl.
Tunu JOKaJIbHUX KOMIT IOTEPHUX MEPEX: OJHOPAHIOBI MEpEexXi Ta Mepexi
noOy/I0BaH1 Ha OCHOBI KJIIEHT / cepBep-TeXHOJOT1sIX. OCOOIMBOCTI 1 AOLIBHICTD
BUKOPHCTAHH.



[ToHATTS Ta MOPIBHSHHS KOMYTallii MaKeTiB Ta KOMyTallii KaHaJIiB.

bazoBi Tomoorii koM oTepHux Mepex. Etamonna mepexna mozaens OSI
SK TI00aTbHUN CTaHMAPT MJIsl BU3HAYCHHS (DYHKITIOHAIBHHUX PIBHIB, HEOOX1THHMX
JUTSL THATPUMKA 3’ €THAHHS MDK KOMIT'toTepamu. [IOHATTS MEpeXKHHX CTEKiB.
Mepexuuii piBeHb, oro npuzHadeHHs. [IoHATTS nefitarpamu.

PiBenp mapuipyTu3ailii, HOro 3B’s130K 3 MEPEKHUMHU MPOTOKOJIAMH, TOHSITTS
MIPOTOKOJIIB 3 YCTAHOBJICHUM 3’ €THAHHSIM Ta 6€3 BCTAHOBJIEHOTO 3’ €THAHHS.

Apxitektypa Ethernet. CyuacHi crangaptu Ethernet: Fast Ethernet Ta
Gigabit Ethernet. Apxitektypa Token Ring. ITepcriektuBu po3sutky Token Ring.
Texnonoris FDDI. Micue texnomorii FDDI Ha cyyacHOMy pUHKY TEXHOJOTIN
KoMIm'toTepHux  Mepex. TexHomoris ATM. IlepcrniekTuBH  BIPOBAHKEHHS
texHosorii ATM.

AmnapaTHi 3aco0u KOMIT IOTEPHUX MEpEX: MPU3HAYEHHS Ta iX Kiacudikarlis.
Tunu amapaTHux 3aco01B, KpUTepii BUOOPY, CHIBBIAHOLIEHHA MIX iX (pyHKIIsSIMHU
Ta piBHAMU mojaeni OSIl. BrumB tonosorii Ha BuOip amapaTHuX 3aco0iB. JliHii
3B’SI3Ky, 1X THIIM Ta OCHOBHI XapakTtepucTuku. Cranaaptu kaOemniB: Kabeil Ha
OCHOBI HEEKpaHOBAaHOI 3BUTOI NapH; KaOell Ha OCHOBI EKPaHOBAHOI Mapwu;
BOJIOKOHHO-OIITHYHI Ka0eJ, OJHOMOJIOBI Ta 0araToMoJI0BI.

MepexeBa orepalliiina cucteMa — OCHOBa (DyHKILIOHYBaHHS KOMIT FOTEPHUX
Mepexx. @DyHKIIOHAIbHA CTPYKTypa Ta CTaHJApTHI CIOyKOM  MepekeBOi
oIepaliitHoi CUCTEMH.

Texnonorii MoOiTbHOrO jgoctymy B IHTepHeti. ba3oBi TexHomorii
MOOUIBHOTO 3B’s13Ky: Tiepiioro nokodiinHga — GPRS, EGPRS; apyroro nmokosinHs —
CDMA — 2000. be3npoBigHi KOMIT’ FOTEPHI MEPEXKi.

PO3/1J1 5. BE3IIEKA BA3 JTAHUX

Pensmivinuii miaxix mo opraHizamii 6a3 manmx / MikTaOnudHi 3B'SI3KH B
perAIiiHIA 0a3l JaHWUX: BIAHOIICHHS «OJMH-I0-OJHOTO», «OIWH-I0-0aratboxy,
«baraTo-g0-0araTbox».

[IpoGsiemMu MaHIMyJIOBAaHHS JaHUMU Ta OOMEXKEHHS MUIICHOCTI JaHMX.
[Tonarts uuticHocTi AaHuX. IlixTpuMKa LUTICHOCTI B peisUiiHUX 0a3ax JaHHX.
3acobu KOHTPOIIIO HTICHOCTI 1Hpopmarlii. OomexeHHs 1uticHocTi. [ToTeHiitHi Ta
30BHIIIHI Kirovi. Hopmanizauist BigHomens. HopManbsHi popmu.

OynkmionanbHa MoBa SQL. Kateropii omepatopi SQL. Cxemu naHux.
TexHosoris CTBOpPEHHS Tabmuib 0a3u AaHUX Ta KIIOYOBUX mnodiB. IIpocti
npeacTaBieHHss MoBu SQL s BuOipku maHux. baraTtoTaGimuHi 3amuTH BiIOOpy
naHuX. 30epekeHi MPoIeIypH B CHCTEMaxX yIpaBiIiHHS 0a3aMu TaHUX.

OO6pobOka Tpanzakiiit. CTBOpEeHHSI Ta YNpaBIiHHA TpaH3akiismu. KypHa
Tpan3akilii. Jloriuaa ta piznyHa apxiTeKTypa KypHaITy TpaH3aKIIiH.

CtBopeHHs1 pe3epBHHX Komiii 6a3u manux. Kputepii BuOOpy crpaTeriii
PE3epPBHOTO KOIMiOBaHHA. Tunm pe3epBHUX Komiil 0a3 1aHuX.

BigHoBnenHns cucremu 60a3 gaHuxX. MeToau aBTOMATUYHOTO 1 PYYHOTO
BIIHOBJIEHHS ©Oa3u JaHux. Mopaeinl BIOHOBJIEHHS ©0a3 gaHux. TOYHICTH
BIJIHOBJICHHST a00 Touka moBepHeHHsA. [IIBUAKICTH, BIJHOBJIEHHS abo dYac
BITHOBJIEHHS. BimHOBIEHHS 0a3u JaHUX 1O TOYKH 300I0.



3a0e3meucHHss  Oe3sneku bJI Ha ocHOBI  KOHIEHIII 00'€kTIB, IO
3axumaTbes. Jlo3Boau Ha mocTym a0 00'ekTiB. 3acobu ayreHTH(iKalii 00'€KTiB
0a3 nanunx. Pexxumu ayTeHTHdIKAII].

3abe3nedeHHs goctynHocTi cucteM bJl Ha ocHOBI posteid. Tpu piBHI 6e3meku
BbJI: piBeHb cepBepa, piBeHb 0a3u TaHHUX, PIBEHb CXEMHU.

Bepudikamis 6a3 ganux 1 mpoBeneHHsS aynuTy 0a3u maHux. Opranizaiis
ayJIMTy O/ B CHCTEMax KepyBaHHS OazaMu JaHuX. BefaeHHs KypHamy ayauTy.

MOHITOPUHT TPOIYKTUBHOCTI cepBepa 0a3 maHuX. MOHITOPUHT aKTUBHOCTI
kopuctyBauiB Ha piBH1 CKB/I.

VYrpasninus kinodamu 0esnexu. [ndpyBanusa nanux.

PO3/L1 6. BESNEKA THOOPMAIIMHUX CUCTEM TA MEPEXK

Buam MoxnIumBUX MOpylmieHh B poOOTI  1HPOpMAIIHHOI  CHUCTEMH.
PoszronomnryBanns. Butik indopmartii. HecankiionoBanuit 10cTym 10 cucreMu ado
Mepexi. 3arpo3u iHbopmarliii. OCHOBHI MOHATTA 1 Kiacudikaris 3arpo3. OCHOBHI
3arpo3u  goctymHocTi. OcHOBHI 3arpo3u 1umicHocTi. OCHOBHI  3arposu
koH(pineHumiHocTi. [lopymHuku  iHQopmamiiiHoi — Oe3neku.  Knacugikamis
MOPYIIHUKIB. MeToanKa BTOPTHEHHSA. YMOBH, IO CIPHUSAIOTH HEMPaBOMIPHOMY
OBOJIOJIIHHIO 1H(popMartieto. KaHanu BUTOKY 1H(pOpMaLlli Ta NEPEXOIUICHHS TaHUX.
Mopens Oe3neku: CTPyKTypa 1 KOMIIOHEHTH. 3acoOu 3a0e3rnedeHHs1 Oe3NeKu
1H(popMaliiiHuX cucteM 1 Mepex. [Ipu3HaueHHs 1 3aBnanHs y cdepi 3a0e3nedeHHs
iH(popMarliiiHoi  Oe3nmeku Ha  piBHI  JepkaBu. MDKHApoOJHI  CTaHIApTH
1H(popmariiinoi 6e3neku. [lepkaBHuil cTaHaapT YKpaiHu 13 3aXucty iHdopmariii.

Cranpaptu iHbopMariiHoi Oe3neku. Kpurepii oliHIOBaHHS 3aXHUIIEHOCTI
iH(popmariiiHoi cucremu. «Kputepii OIIHKA MOBIPEHUX KOMITHOTEPHUX CHUCTEM)
(«[TomapanueBa kHHra»). MixHapoaHuil cTaHmapT TOOYAOBH € EeKTUBHOT
cuctemu Oesnexku ISO 17799. Amnamiz 3aco0iB mopyuieHHs i1HGOpMaIliitHOT
Oe3mneku. [HKeHepHO-TeXHIYHUHN piBeHb 1H(popMaliitHOi O0e3neku. TexHiuH1 3aco0u
JUISL  HECAHKIIIOHOBAHOIO  JoCcTymy g0  iHgopmarii. 3acodu  mpoTumli
HECaHKIIIOHOBAHOMY J0cTymy A0 iHpopmaiii. Kananu Butoky iHpopmariii. 3axuct
iH(dopMallli Bl BUTOKY IO TEXHIYHUM KaHaiaMm. AnapaTHi 3aco0M 3axXHCTy.
[Iporpamui 3aco0u 3aXUCTY.

OcHOBHI TepMiHM Ta NOHATTA Kpunrtorpadii. OgHoandaBiTHI CHCTEMH
mmndpyBanHs Bikenepa, I[lneiideiipa Ta 1Hmi. baratoandasiTHl cuctemMu
mndpyBanHs: betodopra, Bixenepa Ta iHm OCHOBHI THOU alITrOPUTMIB
mudpyBanHs. EnexkrporHuit mudpoBuili mianuc. YNpaBIiHHA KIIOYaMH Ta
ceprudikaiis kmouiB. Creranorpadiuni Metoau 3axucty iHpopmarii. [TonsTTs 1
kinacudikamis kKomm'roTepHuX BipyciB. KopoTka xapakTtepuctuka BIpYCiB.
[Iporpamui 3akmanku. [Iporpamu — mmuryHu 1 JoriyHi OomOu. AHTUBIpYCHI
nporpamu. KopropatuHi aHTuBipycu. [IpaBuia BUKOPUCTAaHHS CTOPOHHBOTO
nporpaMHoro 3ade3nedeHHs. CrnaM i 3acoou 60poTsOH 3 HUM. DimuHT.

[IpaBuna OGe3neyHoi poOOTH B Mepexkax. 3aXHCT Ha MEPEekKEeBOMY piBHI.
CucTteMu BUSIBJICHHSI BTOPTHEHHSI B O€3MPOBOJIOBI MEPEXKI.



PO3/ILJ]1 7. KPUIITOI' PA®IYHI METO/U 3AXHUCTY THOOPMAIIIT
bazosi mousTTsa kpunrorpadii. [lonarrta Tta Buau mudpis: mudp mpocToi
3aMiHM, IIUGpU TepecTaHoBkH, mmudp OaratoandasiTHOi 3amiHu. Pomb
kpuntorpadii y 3axucti ganux. [ousaTTs ta Buau mmdpis. Bumorn no mmdpis —
npunnun Kepkroddcea. [udpysBanbHi MammHM Ta MAXOAM A0 X aHam3Y.
[neanpHuil mudp 1 KJIacu CTIKOCTI mUQPIB.

OcHoBHI Buan KpunrorpadiyHux metofiB. Peamizamis kpunrtorpadidHux
MeroaiB. CuMmeTrpuyHi 1 acumeTpuyHi Metoau mudpyBannd. [lludpu Ha ocHOBI
Mmepexi Deiictens. Mepexa Deiictens. Amepukancekuil mmdp DES. Iludpu na
OCHOBI1 SP-mepexi.

CyuacHi OsiokoBi mudpu. KommoHeHTH cydacHOro OJIOKOBOTO MIU]DY.
Posrisn Bimomux OnoxoBux mmdpi (TOCT 28147, DES, AES, ICTY 7624 1
T.1.). [lepeBaru Henomniku. Cxnaneni mmdpu. Pexxumu po6oTH 0;10K0BUX MIUDPIB.

Kpunrorpadiune mneperBopenHs. CumeTpuyHi Kpuntorpadiudi nepe-
TBOPEHHs. MeToau TeHepallii MCEBIOBHUITAKOBUX YHCIOBUX TOCIITOBHOCTEM.
Monynspaa apudpmernka. CTBOpeHHS KOMOIHOBaHMX KpUOTOrpadiyHuX 3aco0iB
Ta HOBI1 H1AX0U 0 MOOYA0BU MHU(PIB.

Kpunrocucrema Enb-I'amansa. IludpyBanns Ta po3mmudpyBaHHS B
kpunrocuctemi  Enp-I'amans. KopekTHiCTh, €(QEeKTUBHICTH Ta HAIIHHICTh
kpuntocucteM Pabina Ta Ene-I'amansa. Kpunrocucrema [idi-Xenmana.
[udpysanns ta po3mudpysanHs B kpunrocuctemi Jidi-Xenmana. KopekTHicTh,
edeKTUBHICTh Ta HAAIMHICTH KpunTocucteM [idi-Xenmana.

[Tpuniunu enintuyHoi kpurnrorpadii. Meroau mudpyBaHHs B eTINTHYHIN
kpunrorpadii. AnreOpaiuni omepairii B ckiHueHHUX mnoisax. OcoOauBoCTI
mporpamMHoi peatizaiii oneparii Hajl TOYKaMH eJNTAYHOT KPUBOI.

[Mousarrss kpunrorpadiyHux MpoTokodiB. 1x ommc. Knacudikamis kpur-
TorpaiuHUX MPOTOKONIB. BiacThBOCTI, 110 BH3HAYalOTh O€3MEKy KPHUIITO-
rpagiyHUX TPOTOKONIB. ATaku Ha TMPOTOKOJHM. AHaAII3 Ta MOJECIIOBaHHS
KpunrorpadiuHux npoTokoiB. [[poTokou e1eKTpOHHOTO HU(PPOBOTO MIAIUCY.

[Mpunuun Kepkroddcea. Crangaptu reHepamii kimrouiB. HakomuueHns,
pPO3NOJAUICHHS, OHOBJIEHHS, 30€piraHHs, pe3epByBaHHS KiroviB. ['eHeparis Ta
Moaudikaiis Kiouda. 30epiraHHd Ta po3nofin kiouiB. IIpoTokonun oOMiHy
kimogamu. [IpoTOKOMiB, IO TPYHTYIOThCS Ha CHUMETPUYHHMX KPUNTOCHUCTEMAX.
[TpoTokomu, 1110 IPYHTYIOTHCS HA ACUMETPUUHUX KPUIITOCUCTEMAX.

Tunu Ta kmacu NOpynIHUKIB O6e31eku creranorpadiuaux cucreM. Tumnu atak
Ha cTeraHorpadivydi cucremMu. ATaka 3 BiJOMUM KOHTEHHEpPOM. ATaka 3 BUOOPOM
KOHTEMHepa. ATaka 3 BIJIOMHM ITOBIJIOMJICHHSAM. ATaka 3 BHOOPOM TOBIJJOMJICHHS.
ArTaka, 1110 HarpaBjieHa Ha pyHHYBaHHs MTOBIJOMJICHHSI.
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KPUTEPI
ouiHIBaHHA GaxoBOro icnmurty
JJIM1 3100YTTH OCBITHBOIO CTYIIEHSI MaricTpa

1. 3aranbHi M0J10KeHHA:
Meta ¢axoBoro ICINUTy — OLIHWUTU BIJAMOBIJHICTh 3HAHb, YMIHb Ta

HAaBUYOK BCTYITHUKIB 3T1JJHO 3 BUMOTaMH NMPOTPaMU BCTYITHOT O ()axoBOr0 iCIUTY.

2. CTpyKTypa eKk3aMeHalliiiHoro 0ijiera:
Ex3amenaniiinuii 6i51eT 3 (haxoBOro iCUTY CKIATAEThes 3 50-TH 3aKpUTHX

TCCTOBHX 3aBJaHb.

3. Kpurepii oninioBaHHs:
e Pisens 3Haub o1iHOETHCA 32 200-0aJI0BOIO IIKAIOKO.
e (Cepen BIAMOBIZEH HAa TECTOBE 3aBJaHHsS BCTYIHUKY CIiJ 0OpaTH OJHY

IIPABUJIBbHY.

e [lpaBwibHa BIANOBIAHL HAa TECTOBE 3aBlIaHHS OIIIHIOETHCS y 4 Oanm, a

HenpaBuibHa — y 0 OaiB.

e Ocobu, siki orpumanu menie 100 6aiiB, ydacTi y KOHKYpCl He OepyTh.
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